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a b s t r a c t

The integration of low-power wireless sensing and actuating devices with the Internet will
provide an important contribution to the formation of a global communications architec-
ture encompassing Wireless Sensor Networks (WSN), and to enable applications using such
devices designed to bring unprecedented convenience and economical benefits to our life.
Such applications also take place in the context of our current vision on an Internet of
Things (IoT), which promises to encompass heterogeneous devices and communication
technologies, including WSN. Due to the characteristics of the devices in WSN and to the
requirements of applications, low-power wireless communications are employed and the
functionalities supported must be carefully balanced against the limited resources at the
disposal of applications. Low-power communication technologies are also currently being
designed with the purpose of supporting the integration of WSN with the Internet and, as
in isolated WSN environments, security will be a fundamental enabling factor of future
applications using Internet-integrated WSN. Although various surveys currently exist
addressing security mechanisms for WSN environments, our goal is to analyze how secu-
rity may be addressed as an enabling factor of the integration of low-power WSN with the
Internet, in the context of its contribution to the IoT. We analyze the current research and
industry proposals supporting this integration, together with the security solutions and
mechanisms designed in its context. Our discussion is supported by an analysis on the
attack and threat model against Internet-integrated WSN, and on the security require-
ments to consider in this context. We believe that a survey with such goals may provide
an important contribution to readers interested in embracing this important area of
research and ours is, as far as our knowledge goes, the first article with such goals.

! 2014 Elsevier B.V. All rights reserved.

1. Introduction

The Internet of Things (IoT) is a widely used expression,
currently referring to a vision of a future Internet where
ubiquitous sensing applications in diverse areas will pro-
vide benefits to our daily lives. Security will be a fundamen-
tal requirement of most of such applications, and

appropriate mechanisms will be required to cope with the
users’ expectations and requirements in terms of security.
Various communication patterns will be supported by a
future IoT communications infrastructure, among which
Human-to-Machine (H2M) and Machine-to-Machine
(M2M) communications, and this infrastructure is expected
to encompass diverse communication technologies, as Near
Field Communications (NFC), Radio Frequency Identifica-
tion (RFID) and Wireless Sensor Networks (WSN), among
others. The integration of WSN with the Internet may play
an important role in the evolution of the architecture of the
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Internet, since WSN deployments may be used to support
the sensorial capabilities required by future applications.
Such aspects also motivate our analysis throughout the
article on how security may be addressed in the context
of the integration of WSN with the Internet.

In an architectural context, technologies supporting IoT
communications may be currently classified in three main
categories, as considered later in this article: backbone,
backhaul and capillary communication technologies, to
which low-power WSN belong. Communication and secu-
rity technologies adopted for Internet-integrated WSN
are expected to share many characteristics with proposals
for classic WSN environments, in which sensing devices
are employed to enable applications that are proprietary
and designed with very particular goals in mind. Numer-
ous challenging aspects characterize the design of commu-
nication and security technologies for WSN environments,
and such challenges will also be present from the minute
we start integrating such networks with the Internet, par-
ticularly if this integration involves the exposure of con-
strained sensing devices and of low-power wireless
communications to external or Internet-originated threats
and attacks. The characteristics and constraints of WSN
environments and devices typically determine the employ-
ment of technologies designed to support wireless com-
munications with appropriate reliability and a moderate
impact on the energy of sensing devices. As a consequence,
such communications run at low speeds in order to reduce
collision and retransmission probabilities. Such aspects
will also pose difficulties to the design and adoption of
appropriate security measures against security threats in
Internet-integrated WSN. Despite such challenges, security
will be one fundamental enabling factor of this integration,
and as such is of paramount importance.

In this article we perform a detailed survey on the avail-
able mechanisms offering security in the context of Inter-
net-integrated low-power WSN. Such mechanisms may
be related with particular communication technologies
developed to enable such environments, or on the other
end be designed to protect them from security threats
and attacks. With this goal in mind, we analyze the various
approaches currently proposed to achieve this integration,
which result both from research and industry efforts, and
also the open issues and research challenges in this area.
In particular, we consider the integration via cloud-based
platforms, front-end proxies and specialized architecture
frameworks. Our discussion on such approaches also lays
the ground for our analysis on the integration of WSN with
the Internet communications architecture via standard
communication protocols currently being developed for
low-power WSN environments, which we analyze in detail
in respect to the technologies and recent research propos-
als at the various layers of the protocol stack. We must also
note that the goal of this article is distinct from the numer-
ous existing surveys on security for WSN environments
[1,2], given that such works focus on proposals for WSN
applications using sensing devices in isolated deploy-
ments, where such devices are unable to communicate
with other entities or devices on different WSN or on the
Internet. Our discussion also differs from existing surveys
focusing on security on the IoT in a high-level perspective

[131,133], or on the other end on its legal aspects [132]. It
is also important to observe that, as mechanisms enabling
the integration of WSN with the Internet result from both
research and standardization efforts, our analysis along the
survey reflects this duality.

The discussion on this article proceeds as follows. In
Section 2 we discuss the importance of low-power WSN
communications and of its integration with the Internet,
while in Section 3 we discuss the attack and threat model
applicable to this integration, its main security require-
ments and the current integration approaches. In Section
4 we perform an exhaustive analysis on the existing mech-
anisms to support communications and security in the var-
ious integration approaches, together with the open issues
and research challenges in this area. Finally, in Section 5
we conclude the survey.

2. IoT and M2M technologies

Various communication technologies are already avail-
able or currently being designed that may be part of a
future communications architecture supporting various
types of devices. In this context, WSN devices serve the
important purpose of providing applications with the
required sensing and actuating capabilities using low-
power devices and wireless communications. The technol-
ogies currently identifiable in this context are identified in
Fig. 1 and, as illustrated, we consider them to be divided in
three main categories: backbone, backhaul and capillary
communications technologies. In this figure we also illus-
trate the possible interactions between technologies at dif-
ferent categories.

Interactions between different technologies may be in
practice supported by devices implementing mechanisms
for translation between different communication technol-
ogies, or on the other end supporting different communi-
cation technologies simultaneously. In the former
situation we may encounter specialized devices or gate-
ways interconnecting different communication domains
and that may support different integration strategies,
while on the later devices may be employed that support
two or more wireless communication technology simulta-
neously, such as recent Wi-Fi/ZigBee single chip platforms
[3]. As illustrated in Fig. 1, we also consider that low-power
WSN communications based on IEEE 802.15.4 [16] and
6LoWPAN [17–19] support capillary communications for
applications requiring sensing and actuating capabilities
using low-power WSN devices.

2.1. Backbone communication technologies

As in the current Internet communications architecture,
backbone communications can be supported by both wired
and wireless communication technologies. Wired commu-
nication technologies may include IEEE 802.3 [4] Ethernet-
based communications, as well as Synchronous Optical
Networking (SONET) and Synchronous Digital Hierarchy
(SDH) [5] fiber optic-based communications. A particularly
important role in this context will be played by broadband
wireless communication technologies, given the increasing
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adoption of mobile devices requiring pervasive broadband
Internet communications. Technologies in this case include
second-generation GSM [6] from ETSI [7], third generation
UMTS [8] from 3GPP [9] and fourth generation LTE and
LTE-A [10] also from 3GPP. We may also consider the
employment of IEEE 802.11 [11] and IEEE 802.16 [12] tech-
nologies to support wireless backbone communications.
IEEE 802.11 [11] provides communications focused mostly
on wireless local area network (WLAN) applications, but
may also support applications designed for larger geo-
graphical areas, and the same reasoning may apply also
to IEEE 802.16 [12] WiMax (Worldwide Interoperability
for Microwave Access), which are focused on wireless
metropolitan area network (WMAN) applications. Despite
recognizing the subjectivity of the classification illustrated
in Fig. 1, we note that its main purpose is to enable the
contextualization of the various communication technolo-
gies that are our main target, and in particular of WSN in
the context of capillary communication technologies.
Low-power WSN may thus support capillary communica-
tions over the Internet, if integrated with the Internet com-
munications infrastructure. We may also note that,
considering the current status and the dynamism sur-
rounding research on IoT technologies, it is fair to consider
that no definitive or more informed classification can be
delineated at this time.

2.2. Backhaul communication technologies

Backhaul communication technologies fulfill the impor-
tant role of supporting communications between the capil-
lary and backbone communication domains, and also of
bridging between different capillary communication tech-
nologies. As in backbone communications, the technologies
employed may depend on the application at hand, and on
factors such as the geographical coverage of applications,

its communication requirements and the types of devices
employed. In this category, we also encounter WLAN tech-
nologies supported by IEEE 802.11 [11] and WMAN tech-
nologies supported by 802.16 [12] WiMax. Backhaul
communication technologies may thus support geographi-
cally distributed IoT sensing applications employing dis-
tributed capillary domains and devices, as well as
communications between capillary domains (as WSN)
and the global Internet communications infrastructure.

2.3. Capillary communication technologies

The communication technologies employed at the cap-
illary hierarchical level will be particularly important in
the IoT, given their support of the final step in the commu-
nications path toward the sensing and actuating devices
interfacing with the physical world. As previously dis-
cussed, our main focus on this article is on low-power
WSN, which may support capillary communications with
sensing and actuating devices if integrated with the Inter-
net. We also observe the importance of other communica-
tion technologies in this context, as Fig. 1 illustrates,
namely of RFID now becoming widely used for authentica-
tion and goods tracking, and of NFC which is increasingly
being adopted to support applications such as contactless
payments and ticketing. WSN may in general enable the
deployment of data-collection systems using constrained
low-power autonomous wireless sensing devices, and the
integration of such systems with the Internet communica-
tions infrastructure promises to dramatically improve its
usefulness and pervasiveness.

From a security perspective, the employment of wire-
less communications and of constrained sensing devices
will pose difficulties to the integration of WSN with the
Internet. Most of the existing communications and security
proposals for WSN [1,2] are designed for very specific
applications, and not to support Internet communications
in the context of this integration. In fact, most research
efforts on WSN in recent years were motivated by the fact
that embedded devices have limited processing and com-
munication capabilities, and in the light of such restric-
tions the integration of such network with the Internet
was deemed unfeasible. As we observe throughout this
article, this perception is currently changing and solutions
are being developed to support the integration of WSN
with the Internet.

As Fig. 1 illustrates, other than RFID and NFC, we may
identify two main classes of capillary IoT communication
technologies. IEEE 802.11-based WLAN may support com-
munications with devices that are less resource con-
strained, for example mobile phones, embedded devices
with continuous power sources, or devices supporting
802.11 side-by-side with low-power wireless communica-
tions [3]. 802.11 is also currently being optimized to sup-
port low-power wireless communications, in particular in
802.11ah [13] to support sub 1-GHz communications for
sensor network and smart metering applications using
802.11. Thus, it is possible that future versions of the
802.11 standard may also support low-power WSN appli-
cations. Finally, low-power communications technologies
are designed for communication environments currently
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Fig. 1. IoT communication technologies.
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identified as low-power wireless personal area networks
(LoWPAN), to which WSN apply. The most representative
family of communication technologies in this class is IEEE
802.15 [14]. In this family, of particular interest to Inter-
net-integrated WSN is IEEE 802.15.6 [15] and IEEE
802.15.4 [16]. IEEE 802.15.6 is designed to support wire-
less body area networks (WBAN) applications, while IEEE
802.15.4 supports low-power and short-range wireless
communications. As we observe later in the article, IEEE
802.15.4 physical (PHY) and medium access control
(MAC) communications currently provide the ground for
the design of Internet communications protocols for WSN.

3. Security in the integration of low-power WSN with
the Internet

The integration of WSN applications and low-power
sensing devices with the Internet may be accomplished
with various approaches and strategies, as we analyze
throughout the article. Other than indirect interconnection
strategies, technologies are currently being designed with
the purpose of enabling standard Internet communications
on LoWPAN environments, and such technologies offer
thus the possibility of enabling direct end-to-end Internet
communications between low-power wireless sensing
devices and external or Internet hosts. In particular, 6LoW-
PAN [17–19], RPL [20] and CoAP [21] are being designed
over IEEE 802.15.4 with this purpose, as we analyze in
detail later in the article. Irrespective of the integration
approach, it is important to identify the applicable attack
and threat model, as we discuss next, and also to identify
the security requirements derived from such threats. We
also discuss the applicability of the existing security tech-
nologies to protect Internet-integrated WSN environments,
and analyze what are the current industry and research
approaches to achieve this integration.

3.1. Attack and threat model

In addition to the threats that are inherent to the char-
acteristics and constraints of low-power WSN environ-
ments, its integration with the Internet may also
motivate attacks that are possible due to exposure of
WSN devices and applications to global Internet communi-
cations, with the degree of exposure depending on the
integration strategy and on the security mechanisms
employed to protect WSN environments from internal or
external threats, as we discuss later in the article. As in
WSN deployments without Internet integration, we must
consider the threats and attacks motivated by the wireless
nature of WSN communications, the resource constraints
of WSN devices and its (possible) physical exposure. The
integration of WSN with the Internet raises the bar for
security, as such environments must be protected from
external threats and attacks, and end-to-end communica-
tions between wireless sensing devices and external enti-
ties will also require appropriate security mechanisms.
The following discussion applies to Internet-integrated
WSN environments, irrespective of the integration strategy
considered.

As in security for isolated WSN environments, we may
classify attackers against the normal functioning of Inter-
net-integrated WSN as being either internal or external.
An internal attacker is one that is able to compromise a
node and to participate in a communications session as a
fully legitimate entity, even if security/cryptographic
mechanisms are in place, since it may have access to the
secret keying material required to do so. As in this context
WSN may communicate with the Internet, an internal
attacker may also be an external or Internet device that
has been compromised. On the other end, external attacks
usually consist in the listening on the wireless channel in
order to obtain knowledge about the functioning of the
network. Therefore, an external attacker is usually not in
the possession of secret keying material and is in principle
easier to defend against, when compared with an internal
attacker.

When considering how attacks may be performed and
perceived by legitimate communicating entities, we may
classify attacks as either passive or active. In this context,
the type of attack is related to how the actions of the
attacker influence or are noticeable to the other devices
operating on the network. A passive attack is one in which
the attacker does not interact with any of the other devices
on the network, attempting to break the system solely
based upon observed communications, while an active
attacker may attempt to compromise the security of the
network in any way, without concerns about its actions
being noticed.

Considering the previous classification, we may identify
various attacks against Internet-integrated WSN, either
active or passive, and which may also target WSN environ-
ments not integrated with the Internet, as such having
been the focus of recent research work [1,2]. An eavesdrop-
ping attack is a passive and external attack, which consists
in listening for and possibly recording network traffic in
order to derive any kind of useful information. A spoofing
attack is an active attack that may be perpetrated by an
internal or external attacker, in which an attacker
masquerades as another one in order to gain an illegiti-
mate advantage. The physical compromise of a sensing
device constitutes a type of denial of service (DoS) attack,
which in general consists of an attacker performing mali-
cious actions to prevent legitimate users from using a ser-
vice or functionality of the network. DoS attacks are
particularly pernicious to low-energy WSN communica-
tion environments, and may target the consumption of
the device’s limited resources or the prevention of proper
communications. Distributed Denial of Service (DDoS)
attacks are also possible, which consist in the simultaneous
action of many nodes flooding a target with requests. Other
examples of DoS attacks are the jamming attack against
communications at the physical layer, which enables an
attacker to disrupt wireless communications by over-
whelming the radio carrier with bogus data, and attacks
against the MAC (Media Access Control), which consists
in an attacker purposely creating collisions by sending its
own packet when a legitimate user’s packet is being trans-
mitted. We have also to consider attacks at higher layers of
the stack. For example, attacks against the routing proto-
cols have been developed against all major Internet routing
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protocols, and will also be of concern in future Internet-
integrated WSN. WSN devices are often characterized by
the presence of a routing decision at each node and are
especially vulnerable to advanced attacks against routing
protocols as RPL [20]. Examples of such attacks are the
Sybil attack (a node illegitimately taking multiple identi-
ties), the wormhole attack (using an offline channel to tun-
nel routing packets between two distant points of the
network) and black hole attack (sensing network traffic
to a device that discards all packets), among others.

The classic approach against external attacks consists in
the usage of security protocols employing cryptographic
mechanisms. Protocols with this purpose are designed to
guarantee fundamental security properties for the packet
exchanged, in particular confidentiality, integrity, authen-
tication and non-repudiation. In the same context, effec-
tive security through encryption requires appropriate
authentication and key management mechanisms in place,
since encryption algorithms are only effective as long as
the keys employed are refreshed periodically. As we dis-
cuss later, cryptographic approaches are also pervasive in
proposed research solutions targeting the protection of
communications in the context of Internet-integrated
WSN, as are related key management solutions. On the
other end, protection against internal attackers usually
requires other mechanisms, and in this case prevention is
usually the key for success. Security procedures such as
security perimeter enforcement via access control mecha-
nisms or intrusion prevention and detection systems may
be employed to defend against such attacks from their very
beginning. Due to the physical exposure of sensing devices
in many WSN deployments, mechanisms against the tam-
pering of devices may also be employed.

When compared against WSN environments isolated
from external communications, we may consider that the
integration of a WSN with the Internet contributes to
amplify the previously discussed security threats and
attacks. Depending on the integration strategy followed,
appropriate security mechanisms may be designed to pro-
tect communications in which sensing devices participate,
which may be end-to-end with devices on other WSN
deployments, or with external or Internet hosts if standard
Internet communication technologies developed for WSN
are in place. Mechanisms may also be designed to cope
with cross-layer security aspects and to operate in a
cross-layer fashion. Finally, such mechanisms may also
be either distributed or based on specialized devices or
security gateways, as we analyze throughout the article.

3.2. Security requirements

The integration of low-power WSN with the Internet
will require appropriate security mechanisms, which are
able to provide fundamental security assurances to WSN
applications, devices and communications. As in classic
Internet communications, the employment of end-to-end
communications between low-power WSN sensing devices
and other external or Internet entities will require appro-
priate security assurances in terms of confidentiality, integ-
rity, authentication and non-repudiation of the transmitted
data. End-to-end security may be addressed in the context

of the communication protocol itself, or on the other end
by external mechanisms. Another class of security require-
ments may relate to the exposure of WSN environments to
Internet-originated threats and attacks. In this context,
availability and resilience against such attacks will be
important requirements for many IoT applications. Finally,
we may also identify security requirements as privacy, ano-
nymity, liability and trust, which are fundamental for the
social acceptance of most of the future applications
employing Internet-integrated sensing devices. It is impor-
tant to note that a security architecture verifying the pre-
viously identified security requirements for Internet-
integrated WSN is currently not completely defined. On
the other end, future applications may require autonomous
and unattended communications between devices in the
absence of a security infrastructure. Despite the complex-
ity of defining appropriate security mechanisms in this
context, it is fair to consider that the design of mechanisms
to support security in the context of Internet-integrated
WSN may provide an important contribution to this goal.

3.3. Challenges in the usage of classic security mechanisms

In regard to the usage of existing Internet security
mechanisms to protect Internet-integrated WSN, we are
able to verify that the constraints of WSN devices and
applications, which motivated previous research efforts
on WSN security, will also apply to Internet-integrated
WSN. This means that the limitations of low-power WSN
devices in terms of critical resources such as memory, pro-
cessing power and energy, will in practice also guide the
design and adoption of highly optimized mechanisms to
support communications and security on such environ-
ments. On the other end, even considering that at the same
production cost of today’s devices sensing platforms may
support more resources in the future, security operations
are likely still to be a burden in future sensing platforms,
and its integration with the Internet may also promote
new threats and attacks not encountered in WSN applica-
tions employing devices isolated from the Internet or
external communication environments. Other aspect to
consider is that of the heterogeneity of the applications
and sensing devices. Most of the existing research propos-
als do not apply well to environments where heteroge-
neous devices are employed, or on the other hand must
be adapted. Despite such challenges, we also observe that
the design of security mechanisms in the context of a glo-
bal communications and security architecture encompass-
ing low-power WSN devices provides the almost unique
chance to take into account security issues from the
beginning.

3.4. Integration approaches

Our discussion proceeds with an analysis on the current
proposals to address the integration of low-power WSN
with the Internet [22,23]. The investigation of such
approaches also helps in the identification of the open
issues regarding security. We also note that different inte-
gration strategies may in practice serve different applica-
tions. Critical services available for example in SCADA
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industrial control environments may be exported to the
Internet in a controlled fashion, for example via a secu-
rity-enforcing gateway, while other applications may ben-
efit from direct communications with sensing devices and
implement more relaxed security policies. The various
integration approaches also correspond to different
degrees and strategies of integration of WSN with the
Internet communications and security infrastructures, as
we discuss next.

3.4.1. Cloud-based integration approaches
A currently popular integration approach is via cloud-

based web services [24,25], and proposals in this category
offer a platform as a service, in which the user may cus-
tomize the tools provided in order to build a particular
product. The main goal of the cloud-based integration
approach is to facilitate the employment of high-perfor-
mance computing and storage facilities in the processing
of sensing data retrieved from WSN devices supporting
distributed applications. The support of complex opera-
tions on this data may enable applications in diverse areas,
for example for business intelligence purposes, and pro-
posals in this area focus on the quick development of prod-
ucts, instead of the communications and security
infrastructure.

Other characteristic of this integration approach is that
it hides the communication technologies employed in the
WSN domain from the outside. Existing proposals in this
category usually employ tailor-made middleware solutions
and Application Programmer Interfaces (API) designed
according to the Service Oriented Architecture (SOA) prin-
ciples. The middleware simplifies the development of new
IoT applications, since it abstracts applications from the
characteristics of the sensing devices and the complexity
of the WSN communications. The sensing data retrieved
from WSN sensing devices is transmitted to cloud servers
via a gateway, which may also support operations such
as data aggregation, protocol translation and remote man-
agement, among others. Some proposals in this category
also virtualize physical sensors, with the purpose of
enabling the employment of a single physical sensor by
multiple applications. A virtualized sensor abstracts the
physical sensor from its location or its particular character-
istics and capabilities, and such proposals usually also sup-
port mechanisms to manage the service infrastructure and
to publish the services available on the various devices
using service templates [25].

Various industry and research proposals may be found
that currently follow the cloud-based integration
approach. Xively Could Services from LogMeIn [26], for-
merly called Pachube, is an IoT cloud service providing
web-based tools and developer resources to facilitate the
development and deployment of connected products using
heterogeneous services. SensorCloud [27] from Micro-
Strain is a cloud-based data storage, visualization and
remote management platform supporting user-program-
mable data analysis via a cloud-based math engine. Sen-
sorCloud may also be deployed using specialized WSDA
(Wireless Sensor Data Aggregator) gateways that support
data aggregation and remote management of the sensing
devices and data. SensaTrack [28] offers a turnkey solution

for monitoring services and supports a large variety of sen-
sors and mobile devices, together with gateways support-
ing backhaul Internet communications using CDMA (Code
division multiple access), GSM (Global System for
Mobile Communications), Ethernet and WiMax communi-
cations. NimBits [29] is a free cloud-based service that
may be used to record and share data on the cloud, and
offers both a free service for data storage and sharing and
a server platform available for users to deploy applications
on their own servers. In this proposal the sensing data is
sent in various formats to data points created in the cloud,
and which may be configured to trigger calculations, alerts
and statistics, among other operations of the data. Another
free cloud-based integration product is ThingSpeak [30],
which is an open source application offering an API to store
sensing data on the cloud, and also to support numeric
data processing operations on the data.

The integration of WSN with the Internet via cloud-
based services provides a simple solution to the problem
of quickly accessing the sensing data retrieved from one
or various WSN deployments and processed according to
the requirements of the applications. Despite the previ-
ously addressed advantages, this strategy provides a mini-
mal integration with the Internet communications and
security infrastructures. Internet communications only
take place between WSN gateways and cloud servers,
while WSN communications may be supported by proprie-
tary communication protocols. The interconnection of dif-
ferent WSN applications using cloud-based services may
also be difficult and require tailor made applications,
rather than being enabled by standard Internet communi-
cation mechanisms as in other approaches. Nevertheless,
this integration approach serves the purpose of providing
a simple solution to the problem of accessing distributed
sensing data in the context of Internet applications.

3.4.2. Front-end proxy integration approaches
An initial approach in the adoption of Internet commu-

nications facilitating the integration of WSN with the Inter-
net communications architecture appeared in the form of
research proposals employing a gateway that operates as
a front-end proxy. The gateway entity is also present in
other integration approaches, but in this case it is
employed with the purpose of isolating and abstracting
WSN communications from the Internet, while offering
accesses to the services of sensing devices at the applica-
tion-layer via a web services (WS) interface. Thus, this
integration approach does not support direct end-to-end
communications between WSN devices and other external
devices or Internet hosts, as may be required by future
sensing applications.

In the research proposals in this class, the proxy may
obtain the data from sensing devices following two main
strategies. One consists in the data being obtained from a
sensing device upon the arrival of a request from an Inter-
net client, and possibly caching the data at the proxy. The
other is to employ a subscription/push protocol that
enables sensing devices to update sensorial data on the
proxy only when a change occurs, and in this case the
proxy is required to maintain a local cache for all the rele-
vant sensing data. The front-end proxy integration
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approach thus enables the indirect integration of a low-
power WSN with the Internet at the application-layer,
and has pioneered the employment of RESTful web ser-
vices to support accesses to sensing data obtained from
the WSN.

An initial research proposal in this integration class is
discussed in [31,32], which describes an architecture
where embedded sensing devices support web services
and speak the HTTP protocol, although not supporting IP
communications on the WSN, rather employing proprie-
tary communications. The proposed architecture is also
more recently discussed and evaluated in greater depth
in [33]. Another proposal in this class is found in SenseWeb
[34] from Microsoft Research. The proposed architecture
also supports multiple gateways serving particular groups
of sensing devices. SensorMap [35] is a popular practical
implementation of the SenseWeb architecture, it mashes
up sensing data from multiple sources on a map interface
and provides interactive tools to selectively query sensors
and visualize the data. SensorMap also supports authenti-
cated accesses to sensor management functionalities. We
also observe that, since SenseWeb and SensorMap support
a platform to share and support computations over the
sensorial data, this this sense preclude the more recent
cloud-based integration proposals.

In [36] the authors propose the integration of a WSN
with the Internet also via a WS API supported by a front-
end proxy, which provides a virtual counterpart of WSN
physical sensing devices on the Web. In this work the
authors also identify the interest of supporting web ser-
vices directly on sensing devices in the future. The inter-
connection of a WSN with the Internet via mobile
communication networks is explored in [37], particularly
using GPRS communications. This research proposal also
employs a specialized gateway to support protocol conver-
sion and mechanisms to control WSN sensing devices.

As previously analyzed, we may observe that the front-
end proxy integration approach enables the indirect inte-
gration of WSN with the Internet at the application-layer
via WS. This approach enables a standard communications
interface from the point of view of external Internet clients,
while in the WSN domain communications may be sup-
ported by proprietary solutions. Therefore, from the point
of security this integration approach isolates WSN commu-
nications from Internet-originated threats and attacks, as
applications delegate all Internet-related communications
to the front-end proxy. In the same context, such proposals
also do not support standard Internet communications
between sensing devices on the same or different WSN
domains. The proxy may also be configured to behave as
a normal Internet citizen, thus supporting standard Inter-
net security mechanisms to protect communications with
other external or Internet hosts. As in cloud-based integra-
tion proposals, no Internet communication technologies
are designed for the WSN domain, and as such the Internet
communications and security infrastructures are not
extended to encompass WSN devices and applications.

3.4.3. Architecture frameworks
Various research projects target the design of architec-

ture frameworks supporting different strategies to enable

communications between various WSN domains across
the globe, over the Internet. As with the previous integra-
tion approaches, most of such proposals employ a middle-
ware to abstract operations on sensing devices and data
from the particularities of WSN communications. In conse-
quence, rather than focusing on the design of Internet com-
munication mechanisms for WSN environments, such
proposals instead provide complex applications over dis-
tributed WSN islands, which are interconnected via the
Internet.

One initial architecture framework in this class was
designed in the SENSEI research project (Integrating the
Physical with the Digital World of the Network of the
Future) [38]. SENSEI was an Integrated Project in the EU’s
Seventh Framework Programme (FP7), in which 19 partners
from 11 European countries participated and that ended on
December 2010. This project targeted the design of an archi-
tectural framework and of protocol solutions to enable the
easy plug and play integration of a large number of globally
distributed WSN into a global system, and providing sup-
port for operations such as network and information man-
agement, security, privacy, trust and accounting. In order
to enable interoperability of sensing devices on different
WSN domains, SENSEI supports RESTful communications
in the WSN parts of the system. An extensive set of security
mechanisms were also designed in this project, namely to
support secure code updates, jamming mitigation, secure
routing, and detection of node capture and replication. The
SENSEI architecture also supports the employment of a
trusted hardware component to defend against a broad
range of security threats resulting from compromise
attacks, and introduces the middleware component FAIR
[39] providing resilient in-network data processing.

SmartSantander [40] is a city-scale experimental
research facility that supports typical applications and ser-
vices for a smart city. This project builds on results from
SENSEI [38] and on WISEBED test bed facilities [41]. WISE-
BED is a research effort of nine academic and research
institutes across Europe aiming to provide a multi-level
infrastructure of interconnected test beds of large-scale
WSN for research purposes. The architecture of SmartSant-
ander supports the controlling of sensing devices through a
set of low-level API, running experiments through a web
portal and application support through web services. The
IoT-A project [42] builds on the results from the previous
projects and targets the design of an architectural refer-
ence model for the interoperability of IoT systems. Among
the goals of this project are the outline of principles and
guidelines for the technical design of protocols, interfaces
and algorithms, the design of mechanisms for the integra-
tion of the proposed architecture into the service layer of
the future Internet, a novel resolution infrastructure, novel
platform components and the experimentation of the pro-
posed mechanisms using real implementation scenarios.

In conclusion, the previously analyzed architecture
frameworks are designed with the main purpose of
enabling complex and rich sets of services based on dis-
tributed WSN domains. Rather than designing mechanisms
to enable Internet communications over such domains and
between constrained sensing devices on a given WSN
domain, they instead employ middleware approaches,
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and Internet communications serve the single purpose of
supporting communications between different WSN gate-
ways. As such gateways in practice support RESTful web
services for data retrieved from sensing devices, new appli-
cations developed in the context of such research projects
can, in the future, evolve to support WSN devices employ-
ing 6LoWPAN-based Internet communication technolo-
gies, which we analyze next.

3.4.4. Integration via standard Internet communication
protocols

Contrary to the previous integration approaches, com-
munication technologies are currently being designed
based on 6LoWPAN [17–19] that will facilitate the com-
plete integration of WSN with the Internet communica-
tions and security infrastructures, as we proceed to
discuss. In this integration approach, mechanisms may be
designed to support or adapt Internet communications
and security technologies to WSN environments.

As previously noted, standard mechanisms designed by
working groups of the IETF are particularly relevant in this
context. The IETF is an international community of net-
work designer, operators, vendors, and researchers con-
cerned with the evolution of the Internet architecture
and the smooth operation of the Internet. Outside the IETF,
relevant standardization activities are also being con-
ducted in other organizations. The ETSI (European Tele-
communications Standard Institute) TC (Technical
Committee) on M2M communications [43] is working to
develop an end-to-end high-level architecture for M2M
and standard fulfilling the gaps where other standards
bodies or groups are unable to do so. On the other end,
the ITU-T (Telecommunication Standardization Sector of
the International Telecommunication Union) [44] is work-
ing on recommendations related to USN (Ubiquitous Sen-
sor Networks) and NGN (next generation networks), with
the goal of designing a conceptual network built over exist-
ing physical networks, which provides knowledge services
by making use of sensing data.

As previously discussed, a group of protocols based on
6LoWPAN is currently being designed at various working
groups of the IETF, which will enable Internet communica-
tions on low-power WSN environments. This means that
such protocols may provide the technological basis to
extend the existing Internet communications architecture
to encompass WSN applications. The 6LoWPAN-based
communication mechanisms are also based on the
employment of a gateway to support communications
between the WSN and Internet domains, and enable the
identification of the reference integration architecture that
we illustrate in Fig. 2. This figure illustrates the employ-
ment of 6LoWPAN-based communication technologies on
the WSN gateway and also on sensing devices.

We also note that the integration architecture illustrated
in Fig. 2 supports the previously discussed integration
approaches. From the perspective of the communication
technologies employed, such approaches are based on the
usage of a web services interface supported by the WSN
gateway, and/or on the employment of a customized mid-
dleware solution. As also illustrated in Fig. 2, 6LoWPAN-
based technologies enable direct end-to-end communica-

tions between WSN devices and external/Internet hosts, as
will be beneficial to enable communications in the context
of future distributed sensing applications. This architecture
also enables the employment of the previously identified
communication technologies, at the capillary (low-power
WSN), backhaul and backbone categories.

The adoption of 6LoWPAN-based communication tech-
nologies to support the integration of WSN with the Inter-
net is also starting to become visible in commercial
offerings. For example, the popular ZigBee-2006 [45] spec-
ification is currently evolving to support IPv6 by adopting
6LoWPAN, using the so-called ZigBee IP stack [46] that will
also support RPL and CoAP. Despite the adoption of a stan-
dards-oriented stack, we may note that ZigBee communi-
cations over the Internet remain restricted to ZigBee
applications, and thus Internet interoperability is not a cur-
rent goal of this closed specification. Other products from
companies such as Sensinode [47] also adopt IP-based
6LoWPAN communications. Sensinode was recently
acquired by ARM [48] and offers the NanoStack 6LoWPAN
protocol stack, together with and the NanoRouter platform,
to support applications requiring 6LoWPAN-Internet rout-
ing infrastructures. The integration architecture illustrated
in Fig. 2 can also be employed with multiple gateways, as
in existing research works focusing on the interconnection
of WSN with the Internet with fault-tolerance and redun-
dancy [49–51]. Also, the strategic placement of the gate-
way in respect to the communications infrastructure can
be useful in supporting security mechanisms.

We observe that this integration approach was initially
addressed in the design of mechanisms to enable commu-
nications with web services running directly on con-
strained WSN sensing devices [52,53]. Such proposals
precluded the full integration approach that is currently
becoming a reality thanks to 6LoWPAN-based communica-
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Fig. 2. Reference architecture for the integration of WSN with the
Internet via 6LoWPAN-based communication technologies.
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tion technologies, supported by the integration architec-
ture illustrated in Fig. 2. The employment of web services
on constrained sensing devices was initially proposed
and evaluated in [52], and in [53] the authors describe a
RESTful web service architecture allowing external servers
to communicate directly with IP-enabled sensor devices
using web services, over the TCP transport protocol. The
architecture proposed in this work is based on a session-
aware power-saving MAC protocol running over X-MAC
[54], which synchronizes wake-up periods with TCP con-
trol messages, and on the employment of the HTTP condi-
tional mechanisms to avoid the transmission of non-
changing data from the server to the client. Stream Feeds
[55] identifies streams of data from sensing devices using
URLs that may be hyperlinked to other objects on the
web, thus enabling such streams to be indexed by search
engines.

We are able to observe that this integration approach
enables the full integration of WSN communications with
the Internet, while it can certainly be more complex in
respect to security. As end-to-end communications with
sensing devices may take place from the network-layer
up, such devices may be more open to a plethora of threats
and attacks originated at the Internet, if not appropriately
protected. As most WSN devices are expected to remain
constrained, end-to-end communication and security
technologies must be employed parsimoniously, and be
complemented by appropriate security mechanisms sup-
ported by more resourceful devices. In reality, end-to-end
security is only part of the problem, as many cross-layer
security aspects will also require appropriate solutions,
as previously discussed. 6LoWPAN-based communication
technologies are discussed in greater detail in the context
of our analysis on security in the various integration
approaches, later in the survey.

4. Security for Internet-integrated WSN

Our following discussion focuses on how security may
be addressed in the context of the previously identified
integration approaches, and of its enabling communication
technologies. We analyze the security mechanisms
designed to protect communications using such technolo-
gies, and also identify the open issues and research chal-
lenges in this context.

4.1. Security in the cloud-based integration approach

Regarding the previously discussed cloud-based inte-
gration proposals, we are able to observe that they lack,
in general, important security mechanisms and assurances,
as we proceed to analyze. In Xively [26] devices write and
read data from cloud-based applications using various API
provided by the platform. One security service provided is
the secure provisioning of devices for their initial boot up
in the context of a given application. Each device is provi-
sioned with a Feed Identifier and an API key to be able to
send data to the cloud-based application, after contacting
a device activation API. In order to obtain the Feed ID
and API key, the device submits a secure activation request

constructed by producing an HMAC-SHA1 hash of the
device’s serial number plus a secret key associated with
the application in the context of which the device is being
activated. After this initial procedure, the feed ID and the
API key are stored also on the application. At the end, the
feed ID enables the device and the application to commu-
nicate with each other and with Xively. Xively also
employs keys to control accesses to all API resources. A
key may be associated with a particular permission of
accessing a resource or feed, also by a particular user or
machine with a particular IP address. Keys are sent in API
requests, either in the HTTP request header or as part of
the URL. Of course, the usage of keys in this way is inher-
ently insecure if not using encryption, and Xively also sup-
ports TLS/SSL to support end-to-end confidentiality,
integrity, authentication and non-repudiation for commu-
nications between sensing devices and the cloud servers,
while we must notice that HTTPS is optional.

The support of TLS/SSL with the same purpose in Sen-
sorCloud [27] is mandatory across the platform, including
for data uploads and downloads via HTTPS, as in the previ-
ous proposal. The platform also provides mechanisms to
state who is authorized to access sensing data stored on
the cloud, in the context of a given application. All sensing
data is private by default, and data owners can also send
invites to other users they want to bring to the application,
for example to assist in analyzing and building custom-tai-
lored data processing applications. SensaTrack [28] pro-
vides mechanisms for the setup of user accounts and
corresponding security access privileges, and some of the
provided gateways also support IPSec VPN accesses to
the cloud servers, in order to support confidentiality, integ-
rity, authentication and non-repudiation for end-to-end
communications with such servers.

Regarding free cloud-based integration solutions, Nim-
Bits [29] also supports HTTPS protected requests to web
services. Access keys can also be created and employed
in access URLs to get access to protected resources. The
administrator of a given application may create a key and
associate it with a particular data point or with all of his
data points. Access permission may also determine read-
only accesses, rather than read and write accesses. Think-
Speak [30] supports management of privileges to control
accesses to data, as well as to define who is able to build
and use applications, providing control of accesses to data
and applications considered private. In this proposal data
channels are used to store and retrieve data, and each
channel has private and public views. Accesses to the pri-
vate view are controlled via authorized accesses to the
web server, while the public view is what other viewers
see when they visit the channel. The administrator of a
channel is able to define the information that is available
on each view, customize the view with plugins, or even
disable the public view. Accesses to resources may also
be controlled via write or read API keys. By default, a chan-
nel is private and requires a read API key to access its feed.
ThingSpeak also supports HTTPS accesses to API web
services.

In Table 1 (at the end of the article) we resume the
properties of the previously analyzed integration proposals
in respect to security. We may observe that, despite the
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support of security mechanisms to protect end-to-end
communications between sensing devices and cloud serv-
ers as previously discussed, cloud-based integration pro-
posals do not address important security requirements
such as privacy, trust and anonymity, among others. Such
proposals also do not support the secure integration with
other data sources, and as such are not employable in the
context of future sensing applications integrating hetero-
geneous WSN domains and sensing devices. As previously
discussed, this integration approach is a simple strategy to
support applications that require the retrieval, storage and
processing of large sets of sensorial data but, other than
supporting web services communications at the applica-
tion-layer, do not adopt other communication technologies
that would facilitate its integration with the Internet com-
munications and security architectures.

4.2. Security in the front-end proxy integration approach

Most of the research proposals interconnecting WSN
with the Internet do not consider security to be a major
concert. For example, research proposals using web mash-
ups [31–33] focus on device abstraction and on making
sensing data available via a simplified web services API,
while not addressing particular security threats nor the
design of security mechanisms. SenseWeb [34] identifies
the importance of addressing security issues as the trust-
worthiness of the data, the privacy of the users and the
reliability and verifiability of the shared data against mali-
cious intervention or inadvertent errors. This work also
discusses the challenges in terms of security and trust of
building a sensing infrastructure out of shared resources,
but does not propose nor define any specific mechanisms
to target such aspects. In [36,37] the authors identify the
design of security management functions for the proposed
IoT gateway as future work.

In general, we may fairly consider that the exploratory
nature of the previous research proposals motivated a
focus primarily on the communication aspects of the pro-
posed solutions, rather than on its security requirements.
On the other end, we also observe that such proposals have
provided an important contribution in paving the way to
the acceptance of the viability of the interconnection of
constrained low-power WSN with the Internet, even if
indirectly via services supported by a front-end proxy.
This integration strategy is also present in specialized

architecture frameworks and supports the integration via
standard Internet communication technologies developed
for WSN environments, as previously discussed.

4.3. Security in architecture frameworks

As previously analyzed, various architectures have been
designed supporting different approaches to integrate a
WSN with the Internet, in the context of commercial
approaches and research projects. As we have observed,
most of such proposals employ specialized middleware
layers designed with very-specific purposes, instead of
supporting generic Internet communication mechanisms
that are able to support heterogeneous applications based
on Internet-integrated WSN. A consequence of this design
approach and of the purpose of such proposals is that secu-
rity is designed according to the particular goals of each
project, as we proceed to address.

The SENSEI architecture [38] introduces the notion of a
community, which is formed by various actors taking up
one or more business roles. Actors may be resource provid-
ers (the owners of the resources), framework providers (the
owners of framework components), service providers (the
owners of the services that use the resources and support
services), or resource users (who are the main users of such
resources and services). The proposed framework also offers
community management functions, which include user
account management, identity management, security and
privacy functions, among others. In order to support secure
interactions between different SENSEI members, the archi-
tecture supports authentication, authorization and account-
ing (AAA), as well as privacy and trust management. In
particular, the AAA architecture of SENSEI supports a secu-
rity token service (STS), which provides entities with the
security assertions (tokens) required to access resources
on the network. The auditing and billing service supports
accounting in the context of the AAA architecture, while
the resource access proxy service supports authentication,
token request and resource access on behalf of the user.
Regarding privacy, the SENSEI architecture addresses real
world privacy issues and electronic privacy issues. The for-
mer includes the privacy of personal information collected
by sensors, and access to this information is controlled by
use of the AAA architecture previously described. Electronic
privacy issues include people leaving digital traces of their
movement and actions in various places, and the architec-

Table 1
Security properties of cloud-based integration proposals.

Integration
proposal

End-to-end security properties for communications
with cloud servers

Secure provisioning
of devices

Access control mechanisms Security integrated
into the API

Xively [26] Confidentiality, integrity, authentication and non-
repudiation via TLS/SSL (optional)

Supported via
authentication
hashes

Supported, by user and IP client
address

Supported, using
access control keys

SensorCloud
[27]

Confidentiality, integrity, authentication and non-
repudiation via TLS/SSL

Not supported Supported, by user Not supported

SensaTrack
[28]

Confidentiality, integrity, authentication and non-
repudiation via IPSec VPN (optional)

Not supported Supported, by user Not supported

NimBits [29] Confidentiality, integrity, authentication and non-
repudiation via TLS/SSL (optional) (TLS/SSL)

Not supported Supported, by user and data
points

Supported, using
access control keys

ThingSpeak
[30]

Confidentiality, integrity, authentication and non-
repudiation via TLS/SSL (optional) (TLS/SSL)

Not supported Supported, by user and public or
private cryptographic keys

Supported, using
access control keys
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ture provides a range of features to allow users to control
how difficult it is to link their traces to them, for example
the use of pseudonyms or attributes instead of recognizable
identities. The SENSEI research project also produced work
regarding the secure programming of sensing devices [56–
58], resilient in-network data processing [39] and mecha-
nisms against capture attacks [59].

One of the goals of the SmartSantander [40] project is to
implement and evaluate security as one of the key building
blocks of the IoT architecture. The architecture currently
being designed includes security requirements related
with the AAA (authentication, user account management
and authorization) model. Trust and privacy requirements
are also being considered in the context of session manage-
ment in test bed servers, gateways and sensing devices.
Researchers may access the test bed provided by the pro-
ject via a specialized web portal, and the control of autho-
rizations and accesses to the test bed is supported both by
this portal and in the set of low-level API supported by the
architecture. The administrator of the experimental facility
will be able to grant and revoke user access privileges. As
we have previously discussed, SmartSantander is an ongo-
ing research project and as such work related with the
design of appropriate security mechanisms is ongoing
and results may be expected in the future.

Regarding security, the main outputs of the IoT-A [42]
research project are related with the resolution infrastruc-
ture being designed to allow scalable look up and discovery
of resources, entities, and their associations. In the context
of this project, the project is designing mechanisms to sup-
port privacy and security in the resolution infrastructure.
The original architecture was extended with a security
component to ensure privacy and security for the resolu-
tion functions, as well as to offer the basis for other security
functionalities outside the resolution infrastructure. A set
of components are introduced in the IoT-A architecture to
support security, namely an authorization component to
perform access control decisions based on access control
policies, an authentication component, an identity manage-
ment component that manages pseudonyms and accessory
information to trusted subjects so that they can operate
anonymously, and a key exchange and management com-
ponent. The project is also designing a trust and reputation
architecture and the relationships of the various security-
related components to the other mechanisms of the archi-
tecture. Table 2 at the end of the article resumes the main
characteristics in terms of security of the previously ana-
lyzed architecture framework integration proposals. In con-
clusion, we may observe that the mechanisms developed in
the context of the previously analyzed architecture frame-
works may provide useful guidance in the design and adop-
tion of future IoT applications and mechanisms, even if the
proposed solutions currently do not support Internet com-
munications on WSN environments.

4.4. Security with integration via standard Internet
communication protocols

Before discussing security in the technologies enabling
the full-integration integration architecture illustrated in
Fig. 2, we analyze previous research proposals that have

contributed to the acceptance of this integration approach.
In general, the exploratory nature of such works motivates
the absence of appropriate security solutions, as we pro-
ceed to discuss. The research proposals in [49,50] do not
address security, instead focusing on the intelligent place-
ment of gateways in order to reduce data latency in scal-
able and sustainable WSN deployments. In [51] the
authors discuss the secure interconnection of a WSN with
the Internet and propose an integration model to be
employed both on sensing devices and the gateway. This
model supports end-to-end secure communications at
the network-layer and the usage of multiple gateways to
support distributed mechanisms as intrusion detection,
authentication and key management, although not propos-
ing any specific solutions to target such aspects.

A few initial research proposals focused on the integra-
tion of WSN with the Internet via web services. Contrary to
proposals belonging to the front-end proxy integration cat-
egory, in this case the main goal is to explore the usage of
web services directly on constrained sensing devices. As in
the previous works, we also observe the lack of appropriate
security solutions in such proposals. In [52,53] the authors
focus only on the communication aspects of the integra-
tion. In Stream Feeds [55] the authors discuss that applica-
tions are able to inherit security mechanisms supporting
authentication and privacy services from the web services
technology employed in the Internet, but does not specify
how this may be achieve in practice. In conclusion, we
observe that such previous works are exploratory of the
integration of WSN with the Internet via standard Internet
communication protocols. Given the preliminary nature of
such proposals, security is either absent or mostly
undefined.

4.4.1. Support technologies
The communication technologies supporting standard

Internet communications on low-energy WSN environ-
ments are being designed over IEEE 802.15.4 [16]. IEEE
802.15.4 sets the rules for communications at the lower
(MAC and PHY) layers on LoWPAN environments, and lays
the ground for standard IoT communication and security
mechanisms designed for higher layers. Among the various
recent addendums to the standard, IEEE 802.15.4e [60] is
particularly interesting for applications in critical environ-
ments employing Internet-integrated low-power WSN
devices, as it supports communications for applications
with strict timing requirements. Applications with such
characteristics can thus also be supported with the tech-
nologies previously discussed and illustrated in Fig. 2.

IEEE 802.15.4 supports link-layer (hop-by-hop) com-
munications in low-power WSN and security with AES/
CCM cryptography at the hardware, as currently available
in reference wireless sensing platforms such as the TelosB
[61]. In Fig. 3 we illustrate the usage and availability of
payload space for Internet communication protocols
designed for IEEE 802.15.4 low-power WSN environments.
As we may clearly observe, payload space is a scarce
resource in such environments, and in consequence
upper-layer communication mechanisms are required to
employ efficient compression mechanisms whenever pos-
sible. Fig. 3 also illustrates the requirements of payload
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space of the various 6LoWPAN-based communication
technologies.

The payload space available for upper-layer communi-
cation protocols depends on the overhead introduced by
addressing and security at the IEEE 802.15.4 link-layer.
Addressing requires 25 bytes and security in IEEE
802.15.4 supports three modes: AES-CCM-128, AES-CCM-
64 or AES-CCM-32. Such modes produce a Message Integ-
rity Code (MIC) of 128, 64 and 32 bits respectively, and in
consequence require 21, 13 and 6 bytes of payload space
[16]. We may note that despite the availability of security
at the link-layer, communications protocols at higher lay-
ers of the stack may in practice dispense it and instead sup-
port new mechanisms designed to enable end-to-end
security. On the other end, efficient AES/CCM encryption
at the hardware is very useful in supporting security mech-
anisms at higher layers, because it provides an efficient
cryptographic basis for the usage of such mechanisms.
The employment of AES/CCM with this purpose involves
its usage in the standalone mode, rather than in the inline
mode. Encryption in the standalone mode separates secu-
rity processing from link-layer packet transmission or
reception. The usefulness of AES/CCM in the standalone
mode also enables us to consider the interest of investigat-
ing the implementation of hardware optimizations at the
hardware of sensing platforms to support other security
and cryptography operations, for example public-key cryp-
tography and tamper-proof storage mechanisms.

AES/CCM as supported by IEEE 802.15.4 devices uses
128-bit keys to provide confidentiality, data authenticity,
integrity and replay protection for the data packets

exchanged at the link-layer between two communicating
entities. Confidentiality is achieved with AES in the Coun-
ter (CTR) mode, while data authenticity is achieved using
the Cipher Block Chaining (CBC) mode to produce a Mes-
sage Integrity Code (MIC) that is appended to the data to
be transmitted. The CTR and CBC modes are jointly sup-
ported by the combined Counter with CBC-MAC (CCM)
encryption mode of AES. In particular, IEEE 802.15.4 sens-
ing platforms support the CCM* variant, which supports
also integrity-only and encryption-only.

In addition to the previous security assurances, IEEE
802.15.4 also supports access control mechanisms via
access control information maintained in an ACL (access
control list) table. The MAC uses the source and destination
addresses of the frame to lookup the correct ACL, which
contains information on how to process security for the
packet. Each ACL entry contains information on the secu-
rity suite to protect the frame (one of the suites available
in the standard), the cryptographic key to use with encryp-
tion/decryption using AES/CCM (for suites supporting
encryption) and the nonce (IV) value preserved across
packet encryption invocations. The same entry may also
store a high water mark of the most recently received
packet identifier, for replay protection purposes. The ACL
tables can also store a default ACL entry with information
that is employed to process security in the absence of more
detailed security entries.

The IEEE 802.15.4e [60] addendum to the standard
introduces small modifications to adapt MAC security
mechanisms to time-synchronized channel-hopping com-
munications, by adapting replay protection and semantic

Table 2
Security properties of integration architecture frameworks.

Architecture
framework

User and
privilege
management

Privacy and trust
management

AAA
(Authentication,
Authorization and
Accounting)

Other security properties

SENSEI [38] Supported Supports privacy via user
pseudonyms

Supported (via
security tokens)

Confidentiality, integrity, authentication and non-
repudiation for end-to-end communications; secure
device reprogramming; secure data aggregation;
resistance against sensing device capture attacks

SmartSantander
[40] (ongoing
work)

Supported Supports trust and privacy
planned for all components

Supported Confidentiality, integrity, authentication and non-
repudiation for end-to-end communications

IoT-A [42] Supported Supports user privacy via
pseudonyms, and privacy on
resolution mechanisms

Supported Confidentiality, integrity, authentication and non-
repudiation for end-to-end and hop-by-hop
communications; key exchange and management;
reputation management

Fig. 3. Payload space usage and availability in low-power WSN 6LoWPAN environments.
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security to time-synchronized communication networks as
supported by IEEE 802.15.4e. We may also observe that the
information stored in the ACL table is not managed by the
MAC layer, rather is the responsibility of the application.
Therefore, even if not using AES/CCM link-layer security,
applications can efficiently manage and store such infor-
mation using the MAC security services and the memory
of the sensing device.

Despite the maturity of the IEEE 802.15.4 [16] standard,
a few limitations may be identified in respect to how it
implements security services at the MAC layer. One limita-
tion is the absence of a keying model, as the standard
assumes that key management operations are the respon-
sibility of the application. The ACL table also does not pro-
vide adequate support for all keying modes, in particular
group keying and network-shared keying. Group keys are
hard to implement, since each ACL entry may only be asso-
ciated with a single destination address, and thus require
that various ACL entries use the same key, which may pro-
mote nonce reuse and the consequent breaking of confi-
dentiality. Network-shared keying is incompatible with
replay protection, as this mode may be supported only
using the default ACL entry, and in this situation the trans-
mitter nodes would have to somehow coordinate their
usage of replay counter space.

As the integration of WSN with the Internet will enable
end-to-end communication mechanisms from the net-
work-layer up, appropriate key management mechanisms
will be required and, given the limitations of IEEE
802.15.4 in this respect, may be implemented as cross-
layer protocols not depending on the usage of the informa-
tion stored in the ACL table at the MAC. Other limitation is
related with the management of IV values at the MAC,
which may be problematic in case the same key is used
in two or more ACL entries. In this situation, it is possible
that the sender will accidentally reuse the nonce value,
which is potentially dangerous with stream ciphers such
as AES/CCM that encrypt in the CRT mode, as it may enable
an adversary to recover plaintexts from cipher texts. The
reuse of nonce values may also be a consequence of the
loss of ACL state after a power interruption, or when a node
wakes up from a low-power mode. A final limitation of the
standard in respect to security is that it does not specify
security for link-layer acknowledgment messages.

Overall, the previously discussed limitations may be
addressed in future versions of the standard but, in the
context of the integration of low-power WSN with the
Internet, are being addressed at higher layers of the com-
munications stack, as we discuss next. As previously dis-
cussed, standalone AES/CCM hardware encryption
provides an efficient cryptographic basis for security
mechanisms designed to protect communications at
higher layers of the stack, as we may encounter in many
research proposals currently available in the literature
and analyzed next.

4.4.2. Network-layer low-energy communication and security
mechanisms

Although IP communications were once considered
impractical for LoWPAN environments, the IPv6 over Low
Power Personal Area Networks (6LoWPAN) working group

[62] of the IETF (Internet Engineering Task Force) has rad-
ically changed this perception. 6LoWPAN designs an adap-
tation layer [16–18] employed between the link and
network layers, which enables the transportation of IPv6
packets over IEEE 802.15.4 environments. This is achieved
through the efficient compression of the addressing and
control information inside IPv6 packets. 6LoWPAN header
compression uses information from the link-layer and also
from the transport-layer, currently supporting only UDP.
The adaptation layer also implements IPv6 packet frag-
mentation in order to support the IPv6 minimum MTU
requirement of 1280 bytes. Overall, 6LoWPAN is an excel-
lent example of how cross-layer optimizations may enable
the employment of standard Internet communication tech-
nologies on constrained low-power WSN environments.

The mechanisms implemented in 6LoWPAN are
described in RFC 4919 [17], which discusses the group’s
general goals and assumptions, and on RFC 4944 [18] and
RFC 6282 [19], which describes the mechanisms of the
adaptation layer and header compression, respectively.
6LoWPAN also supports the fundamental networking pro-
cedures required for the operation of WSN sensing devices
on IPv6 environments, in particular neighbor discovery
(ND) and address auto-configuration. We may also note
that, although 6LoWPAN currently also supports IEEE
802.15.4 link-layer communications, other technologies
will be adopted in the future. This is also visible in recent
Internet Drafts (I-D) proposing the adaptation of 6LoWPAN
to other technologies such as Bluetooth Low Energy (BLE)
[63], Digital Enhanced Cordless Telecommunications Ultra
Low Energy (DECT-ULE) communications [64] and ITU-T G.
9959 [65]. 6LoWPAN thus represents an important conver-
gence technology supporting an increasingly growing eco-
system of PHY/MAC communications technologies
optimized for particular capillary communication environ-
ments and applications. On the other end, devices such as
RFID tags are unable to support 6LoWPAN, and currently
require different approaches to security. Such devices
may either evolve to also support 6LoWPAN in the future,
or on the other end be supported by future standard com-
munication mechanisms designed in the context of the an
integration stack such as the one illustrated in Fig. 2.

The 6LoWPAN adaptation layer enables different header
compression scenarios, according to the scope of the com-
munications employed. Using IPHC shared-context header
compression [19] an UDP/IPv6 header may be compressed
down to 10 bytes, as illustrated in Fig. 3. In this situation,
the prefix of the source and destination addresses can be
compressed, and the same applies to the source address
IID (Interface Identifier) in case it is derivable from the
link-layer header. Since 102 bytes are available at the
link-layer, this scenario results in the availability of
92 bytes of payload space for protocols and applications
at higher layers. As the adaptation layer operates below
the network-layer, 6LoWPAN mechanisms are in practice
transparent to upper-layer protocols.

The employment of security mechanisms in the context
of the 6LoWPAN adaptation layer could enable transparent
end-to-end network-layer security in WSN environments,
which could be a helpful resource to communication pro-
tocols and applications at higher layers of the stack.
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Despite the advantages of 6LoWPAN security, we verify
that no particular mechanisms are currently adopted as
standards in the context of the adaptation layer at this
time. 6LoWPAN security was initially discussed in the form
of an I-D [66] that, while not proposing any particular
approaches or security mechanisms, discusses and identi-
fies the main difficulties in adopting standard network-
layer solutions such as IPSec and IKE in constrained 6LoW-
PAN environments. Similar challenges are also identified
and discussed in previous research contributions
[128,129]. RFC 4919 [17] discusses the importance of
addressing security at various complementary protocol
layers of the IoT communications stack, and that the most
appropriate approach may depend on the application
requirements and on the constraints of particular devices.
RFC 4944 [18] identifies the possibility of forging or acci-
dentally duplicating EUI-64 interface addresses, which
may consequently compromise the global uniqueness of
6LoWPAN interface identifiers. This RFC also discusses
the importance of protecting Neighbor Discovery and mesh
routing operations against security threats. RFC 6282 [19]
focuses on the security issues posed by the usage of a
mechanism inherited from RFC 4944 to compress a partic-
ular range of 16 UDP port numbers down to 4 bits. This
document discusses that the overload of ports in this range
may increase the risk of an application getting the wrong
type of payload or of an application misinterpreting the
content of a message, if employed with applications not
honoring the reserved set for port compression. This RFC
recommends that the usage of such ports be associated
with a security mechanism employing integrity codes.
RFC 6568 [67] discusses the design and application spaces
for 6LoWPANs, and regarding security it focuses on the
possible approaches to adopt security mechanisms in the
adaptation layer, in the light of the characteristics and con-
straints of wireless sensing devices. This document dis-
cusses the threats due to the physical exposure of
sensing devices, and on how wireless IEEE 802.15.4 com-
munications may facilitate attacks against the confidenti-
ality, integrity, authenticity and availability of 6LoWPAN
devices and communications. RFC 6775 [68] proposes opti-
mizations to enable Neighbor Discovery (ND) operations in
6LoWPAN environments, and includes a discussion on the
threat model applicable to IPv6 ND operations, defined by
RFC 4861 [69], as also being applicable to 6LoWPAN envi-
ronments. This includes the proposal of adapting the
SEcure Neighbor Discovery (SEND) [70] and Cryptographi-
cally Generated Addresses (CGA) [71] mechanisms to
6LoWPAN low-power WSN environments.

Regarding research proposals targeting 6LoWPAN secu-
rity, in [72] the authors propose new compressed security
headers for the 6LoWPAN adaptation layer, namely com-
pressed versions of the AH (Authentication Header) [73]
and ESP (Encapsulated Security Payload) [74] headers cur-
rently defined in the Internet Protocol Security (IPSec) [75]
suite. This proposal is theoretically evaluated in [72], while
in [76] the same authors discuss its experimental evalua-
tion. This proposal considers the employment of crypto-
graphic suites with different algorithms and keys of
different sizes, and also of security in the tunnel and trans-
port modes defined in IPSec [75]. The authors discuss that

a proposal of this type can enable transparent end-to-end
network-layer security involving constrained low-power
WSN devices, similarly to what may be achieved using
IPSec. End-to-end security in this context provides confi-
dentiality, integrity, data authenticity and non-repudia-
tion, also considering the usage of AES/CCM encryption in
the standalone mode to support encryption and decryption
at the 6LoWPAN adaptation layer. A more recent proposal
with the same goal using 6LoWPAN shared-context IPHC
header compression is described and experimentally eval-
uated in [77]. The experimental evaluation of this proposal
and its comparison against IEEE 802.15.4 link-layer secu-
rity is discussed by the same authors in [78]. The employ-
ment of network-layer security by adapting IPSec to the
IoT is also discussed and supported in a recent I-D [79]
submitted for discussion at the 6LoWPAN IETF group. We
may observe that, despite the existence of proposals eval-
uating and defending the effectiveness of security in the
context of the 6LoWPAN adaptation layer, mechanisms as
the previously discussed are currently not officially part
of 6LoWPAN, and therefore further work must be con-
ducted in this area.

Other than network-layer end-to-end security, other
research contributions have been published addressing
6LoWPAN security. Authors in [80] discuss the conse-
quences of packet fragmentation attacks against the 6LoW-
PAN fragmentation and reassembly mechanisms. Such
mechanisms render buffering, forwarding and processing
of fragmented packets challenging on resource-con-
strained devices, and consequently a malicious or miscon-
figured node that is able to send forged, duplicate or
overlapping fragments may threat the normal functioning
or the availability of such devices. Such security threats
could be addressed with the employment of appropriate
authentication mechanisms at the 6LoWPAN adaptation
layer, since recipients currently are unable to distinguish
undesired fragments from legitimate ones when perform-
ing packet reassembly [80]. The effects of such attacks
include receiving buffer overflow and misusage of the
available computational capability, among others. The
authors also propose the addition of new fields to the
6LoWPAN fragmentation header, namely of a timestamp
providing protection against unidirectional fragment
replays and of a nonce providing protection against bidi-
rectional fragment replays, in order to deal with such
threats.

Also in the context of fragmentation attacks, a more
recent contribution [81] proposes the employment of
mechanisms supporting per-fragment sender authentica-
tion, and to purge messages from the receiver’s buffer for
transmitter devices that are considered suspicious. The for-
mer employs hash chains enabling a legitimate sender to
add an authentication token to each fragment during the
6LoWPAN fragmentation procedure, while in the later the
receiver decides on which fragments to discard in case a
buffer overload occurs, based on the observed sending
behavior. This decision is based on per-packet scores,
which capture the extent to which a packet is completed
along with the continuity in the sending behavior. Simi-
larly to the proposals previously discussed addressing
end-to-end network-layer security in 6LoWPAN, mecha-
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nisms of this type would have to receive acceptance from
the community and be formally adopted as part of the
6LoWPAN adaptation layer. In the future, as 6LoWPAN-
based technologies become accepted and employed to sup-
port applications employing Internet-integrated low-
power WSN, we may expect that security issues such as
the previously discussed will call for further research
efforts in designing and adopting new security mecha-
nisms in the context of the adaptation layer.

4.4.3. Transport-layer low-energy communication and
security mechanisms

The 6LoWPAN adaptation layer currently supports only
UDP [82] transport-layer communications, although it is
possible to envision the support of TCP [83] in the future.
UDP is currently the adopted transport-layer protocol for
6LoWPAN due to its simplicity and low impact on the lim-
ited packet payload space available at the adaptation layer.
In consequence, the current approach to address transport-
layer security in 6LoWPAN environments is to use the Dat-
agram Transport Layer Security (DTLS) [84] protocol. DTLS
is in practice the Transport Layer Security (TLS) [85] proto-
col with added features to deal with the unreliable nature
of transport-layer communications. DTLS is also the cur-
rent approach to address security with the CoAP [20] appli-
cation-layer protocol, as we discuss later.

Despite the adoption of DTLS as previously discussed,
the effectiveness of its employment in constrained low-
energy WSN environments is currently not consensual
among researchers in the area. In consequence, research
is currently targeting the investigation of the impact of
DTLS in WSN constrained sensing devices, and the design
of mechanisms to adapt or optimize the protocol for such
constrained environments. Other aspects being currently
investigated include the impact of ECC public-key cryptog-
raphy on sensing platforms to support authentication and
key agreement as required for CoAP, the design of mecha-
nisms to support the online verification of the validity of
certificates, the modification of DTLS to support multicast
communications and group keying, and the usage of DTLS
with reverse proxies as enabled by the CoAP application-
layer protocol. We observe that research efforts addressing
the previous issues currently follow two complementary
lines of research. One consists in considering the modifica-
tion or optimization of the DTLS protocol to cope with the
constraints of existing wireless sensing platforms, and the
other the usage of alternative approaches to support secu-
rity with the CoAP protocol, which we analyze later in the
context of application-layer security.

The problem of the impact of DTLS on the resources of
constrained wireless sensing platforms has recently moti-
vated the formation of the DTLS In Constrained Environ-
ments (dice) working group of the IETF. Various features
of the protocol have also been identified in the literature
that may complicate its adoption in low-power WSN envi-
ronments integrated with the Internet. Such features are
discussed in a recent I-D [86], which identifies features of
the protocol that may not be appropriate to low-power
WSN environments. The identified problems are related
to the employment of large messages in the handshake,
which may cause fragmentation at the 6LoWPAN adapta-

tion layer, and to the cost of computing the Finished mes-
sage at the end of the handshake at the client and server
devices. Fragmentation implies that the retransmission
and the reordering of messages from the handshake may
result in added complexity. Research approaches to such
issues may include the design of appropriate reliability
mechanisms to support the transportation of DTLS hand-
shake messages, or of alternative transport-layer
approaches to security.

In [87] the authors also identify two open issues when
using DTLS to support Internet-integrated WSN, one being
the inexistence of mechanisms for mapping between TLS
and DTLS at an interconnection gateway, and the other that
DTLS is currently unable to support multicast communica-
tions. Secure multicast communications may be required
by many applications employing Internet-integrated WSN
devices, and will also require the establishment of appro-
priate session keys among the participating devices. This
can be achieved with an external key management solu-
tion appropriate to CoAP and DTLS, or by modifying the
DTLS handshake to support session key negotiation for a
group of devices. In the context of such an approach, the
DTLS record layer may also be modified to enable secure
CoAP group communications with confidentiality, integrity
and replay protection, as proposed in [88]. This proposal
does not address how the required group keying material
is negotiated, particularly the client and server read and
write MAC keys, encryption keys and IV values. The design
of mechanisms to support the negotiation of such security-
related parameters prior to normal multicast communica-
tions currently represents an opportunity for research.

Other features of the DTLS protocol can difficult its
employment with constrained wireless sensing devices in
Internet-integrated WSN. In [88] the authors also discuss
the inadequateness of the timers for message retransmis-
sion defined in the current DTLS specification, which may
require the usage of large buffers on the receiver to hold
data for retransmission purposes, and impact on the size
of the code required to support DTLS in constrained sens-
ing platforms. This work also discusses the employment
of stateless compression of the DTLS headers with the goal
of reducing the overhead of DTLS records and handshake
messages. Authors in [89] follow this approach and pro-
pose the compression of the DTLS headers using LOW-
PAN_IPHC 6LoWPAN header compression [19]. Similarly
to the previous proposals on 6LoWAN network-layer secu-
rity, DTLS header compression would require appropriate
support from existing DTLS implementations for con-
strained sensing devices, or on the other end the usage of
mechanisms to map between TLS/DTLS and compressed
DTLS at a security gateway.

Another approach to support DTLS security is to offload
costly operations to more capable devices such as a secu-
rity gateway. A few proposals consider this approach,
focusing particularly on the delegation of operations
related with the DTLS handshake to a gateway such as
the one considered in the architecture illustrated in
Fig. 2. Authors in [87] propose a mechanism for mapping
between TLS and DTLS at the gateway, while also support-
ing mappings between CoAP and HTTP. In [90] a mecha-
nism is proposed also based on a proxy to support
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sleeping devices, using a mirroring mechanism to serve
data on behalf of sleeping smart objects. In [91,92] the
authors propose an end-to-end architecture supporting
mutual authentication with DTLS using specialized
trusted-platform modules (TPM) supporting RSA cryptog-
raphy on sensing devices. Authors in [93] propose the
employment of a security gateway to transparently inter-
cept and mediate the DTLS handshake between the CoAP
client and server, allowing the offloading of ECC public
key computations from constrained sensing devices to
the security gateway. In this proposal the gateway is in
possession of the keying material it may use to decrypt
communications between the two CoAP parties, after the
initial DTLS handshake. This material may subsequently
support additional security mechanisms involving the
analysis of encrypted traffic, for example intrusion detec-
tion or detection of attacks at the application-layer.
Regarding the inadequacy of DTLS to multicast communi-
cations, an I-D [94] proposes the usage of a security gate-
way supporting a controller responsible for the set up of
a multicast group. The controller establishes an initial DTLS
handshake with each device in the group and subsequently
sends to each device the keying material required to sup-
port secure CoAP group communications.

The impact of the processing of security certificates
using current low-power WSN sensing platforms is also
being investigated. Authors in [95] discuss possible design
approaches to address the computational burden of sup-
porting certificates in such platforms, also considering
the employment of a security intermediary. The proposed
approaches in this work are certificate pre-validation and
session resumption. The former involves a security gate-
way supporting the validation of certificates in the context
of the handshake, before the handshake messages are for-
warded to the final sensing device, while the later allows
the communication peers to maintain minimal session
state after session teardown, which may be used later to
resume secure communications without the need of per-
forming again the DTLS handshake. For very constrained
sensing platforms, this proposal discusses the full delega-
tion of the DTLS handshake to a proxy, using a mechanism
based on TLS session resumption without server-side state.

Finally, we may observe that regarding alternative
transport-layer communication protocols for low-power
WSN environments, the usage of TCP is currently an open
topic of research. Existing research proposals such as
[96,97] target the employment of TCP on WSN environ-
ments, although not considering 6LoWPAN-based commu-
nication technologies. We may also observe that if TCP is
ever adopted for Internet-integrated WSN environments,
SSL is a natural candidate to support end-to-end trans-
port-layer security. Two previous research works
addressed the employment of SSL in constrained sensing
environments. SSNAIL [98] proposed a light-weighted ver-
sion of SSL to be supported by Internet hosts and WSN
sensing devices, while Sizzle [99] proposes the employ-
ment of a security gateway supporting partial SSL end-
to-end security between an Internet host and the gateway,
with communications with the final WSN device being
supported by a proprietary WSN protocol. Such proposals
may offer guidance in the design of alternative approaches

to support SSL/TLS for end-to-end communications in the
context of Internet-integrated low-power WSN.

4.4.4. Security for low-energy routing protocols
The Routing Over Low-power and Lossy Networks

(ROLL) [100] working group of the IETF was formed with
the purpose of designing routing solutions for LoWPAN
environments. The current solution is the Routing Protocol
for Low power and Lossy Networks (RPL) [20] Protocol.
Rather than providing a generic solution to support rout-
ing, RPL provides a framework that is adapted to the
requirements of applications in particular domains.
Requirements for routing have been defined for urban
applications in RFC 5548 [101], for industrial applications
in RFC 5673 [102], for home automation applications in
RFC 5826 [103] and for building automation applications
in RFC 5867 [104]. RPL metrics appropriate to 6LoWPAN
environments are also defined in RFC 6551 [105]. The spec-
ification of routing metrics and requirements as appropri-
ate to each application area is due to the fact that
appropriate routing strategies are in fact very challenging
and application-specific. Each particular RFC document
thus documents an objective function mapping the optimi-
zation requirements of the target application area.

Regarding security in the context of RPL, the current
specification [20] defines secure versions of the various
routing control messages employed by the protocol,
together with three basic security modes. The secure ver-
sions of RPL routing control messages support confidential-
ity, integrity, delay and replay protection for the routing
messages exchanged in the context of the various routing
operations. Similarly to other 6LoWPAN-based communi-
cation technologies, RPL adopts AES/CCM as the crypto-
graphic basis to support security, thus facilitating the
support of RPL security on IEEE 802.15.4 sensing platforms.

The first RPL security mode is the unsecured mode, in
which routing control messages are sent without any secu-
rity guarantees, while the two security modes providing
effective security are the preinstalled and the authenticated
security modes. In the preinstalled security mode a device
uses a preconfigured symmetric key to join an existing
RPL instance, either as a host or as a router. In the authen-
ticated security mode, a device initially joins the network
using a symmetric key and next obtains a different key
from a key authority, with which it may start operating
as an RPL router. The key authority is thus responsible
for authenticating and authorizing the device for this pur-
pose, although the current RPL specification [20] does not
address how it may be implemented. The specification also
states that the authentication of an RPL device in the
authenticated mode may not be supported by symmetric
cryptography, and does not defines any requirements on
how a node should alternatively employ public key cryp-
tography for that purpose. Such aspects may of course be
clarified in future versions of the standard, or on the other
end in the context of future key management infrastruc-
tures adopted for Internet-integrated WSN. Other than
the previously discussed security modes and the secure
versions of the various routing control messages, no other
mechanisms for security are defined in the current specifi-
cations. The various documents specifying routing require-
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ments and metrics for particular application areas [101–
104] only discuss generic security aspects and the neces-
sity of handling routing information and routing control
messages securely.

The RPL protocol currently lacks mechanisms to sup-
port other important operations as the secure bootstrap-
ping of devices, key management and management of
routing security policies. RPL currently only considers the
usage of devices that are pre-configured with the required
symmetric key to support the preinstalled security mode, or
on the other hand that are able to learn the key from a
received DIS (DODAG Information Solicitation) configura-
tion message. DIS messages are employed by RPL to estab-
lish upward routes in the RPL routing tree. The DODAG is
the Destination Oriented Directed Acyclic Graph built by
RPL, which is identified by a DODAGID for each root device
in the routing tree. Therefore, other authentication and
secure joining mechanisms will be required in the future
to support more dynamic or security-critical application
contexts. Similarly to routing profiles defined for particular
application areas, research and standardization may also
target the definition of security policies stating how secu-
rity must be applied to protect routing operations for par-
ticular applications.

A previous I-D discussing the current open issues in
respect to RPL security is [106], and more recently in
[107], which performs an analysis on the main threats
against ROLL routing mechanisms, together with recom-
mendations on how to address security. This threats iden-
tified in this work are described according to the ISO 7498-
2 security reference model [130]. This model enables the
consideration of the authentication, access control, data
integrity and non-repudiation, data confidentiality and
availability security requirements. Security for RPL envi-
ronments may also be addressed in the context of a secu-
rity framework for ROLL routing protocols, as proposed in
[108], which is built upon previous work on security for
routing protocols adapted to the constraints of 6LoWPAN
WSN communication environments. This framework
enables the identification of security measures that can
be activated in the context of RPL communications, and
also of system security aspects that may impact on the nor-
mal functioning of routing, and which may require consid-
erations beyond the routing protocol, as well as potential
approaches in addressing them. We also note that the
implications of the various security requirements, defined
as appropriate for each application, to the routing protocol
itself, is also a topic for future research and standardization
work.

Other important aspect of RPL security, as currently
proposed [20], is that the services defined in the current
specification offer security against external attacks only.
An internal attacker is in possession of a node, and in con-
sequence of the required security keys, and as such may
selectively inject routing messages with malicious pur-
poses. Authors in [109] discuss the issue of internal attacks
on RPL, particularly on the rank concept as employed by
the protocol. The rank concept is used for route optimiza-
tion, loop prevention and management of routing control
overhead. The paper discusses various possible attacks
against the rank property, together with its impact on

the performance of the network. The authors also discuss
that this limitation in RPL is due to the fact that a child
node receives parent information through control mes-
sages, while being unable to check the services provided
by the parent, so it will follow a bad quality route if it
has a malicious parent. The paper discusses that mecha-
nisms could be adopted in RPL to allow a node to monitor
the behavior of its parents and defend against such threats,
despite not proposing any specific solution.

Internal attacks against RPL are also discussed in [110],
particularly that an internal attacker is able to compromise
a node in order to impersonate a gateway (the DODAG root)
or a node that is in the vicinity of the gateway. The authors
propose a version number and rank authentication security
scheme based on one-way hash chains, which binds version
numbers with authentication data (MAC codes) and signa-
tures. This scheme offers protection against internal attack-
ers that are able to send DIO (DODAG Information Object)
messages with higher version number values or that are
able to publish a high rank value. The former attack enables
an attacker to impersonate the DODAG root and initiate the
reconstruction of the routing topology, while in the later a
large part of the network may be forced to connect to the
DODAG root via the attacker, thus providing the ability to
eavesdrop and manipulate part of the network traffic. The
security data enable intermediate nodes to validate DIO
messages containing new version numbers and rank values.
The proposed mechanisms are evaluated against its impact
on computational time, while the authors do not consider
its impact on aspects such as the energy and memory of
constrained sensing devices [110]. Those mechanisms have
also been recently proposed in the form of a recent I-D
[111].

In another contribution focusing on internal attacks
against RPL [112], the authors discuss the effects of sink-
hole attacks, particularly regarding the end-to-end data
delivery performance of the network in the presence of
attacks. A sinkhole attack consists of a compromised node
that purposely captures and drops messages. In this work
the authors propose the combination of a parent fail-over
mechanism with a rank authentication scheme and, based
on simulation results, argue that the combination of the
two approaches produces good results. The rank-verifica-
tion technique in these proposals is also based on one-
way hash chains as in [110,111], while the parent fail-over
scheme employs an end-to-end acknowledgment scheme
controlled by the DODAG root node.

In conclusion, the previously discussed open research
issues represent opportunities to design and adopt new
security mechanisms as part of the RPL standard in the
future. As extensive research has been performed in the
area of security for routing protocols in sensor and ad
hoc networks in the past, such approaches may also guide
future research efforts on RPL security, as long as the solu-
tions adopted are able to cope with the constrains and
characteristics of 6LoWPAN environments. Research may
also focus on the design of new security mechanisms for
RPL that are able to integrate with existing Internet secure
routing solutions, thus more effectively supporting secure
routing in the context of Internet-integrated low-power
WSN.
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4.4.5. Application-layer low-energy communication and
security mechanisms

The efforts toward the design of application-layer stan-
dard communication mechanisms for constrained sensing
environments are very recent. The Constrained RESTful
Environments (CoRE) [113] working group of the IETF is
currently designing the Constrained Application Protocol
(CoAP) [21] to support Representational State Transfer
(RESTful) web services and communications on low-power
WSN 6LoWPAN environments. The main goal of CoAP is to
extend the currently predominant REST web service design
model to LoWPAN environments, and therefore material-
izes an evolution of the previously analyzed research pro-
posals for the integration of WSN with the Internet via
modified or adapted WS services.

As with communications at other layers, the gateway
illustrated in the context of the integration architecture
illustrated in Fig. 2 can support end-to-end CoAP commu-
nication between WSN sensing devices and other external/
Internet hosts. Side-by-side with CoAP end-to-end com-
munications, the proxy may also support mechanisms to
map between HTTP (on the Internet domain) and CoAP
(on the low-power WSN). As previously discussed, payload
space is a scarce resource in 6LoWPAN environments, and
applications are required to use it frugally. Adding to the
space required for IEEE 802.15.4 and 6LoWPAN/UDP
addressing, CoAP requires a 4 bytes header, as illustrated
in Fig. 3.

The CoAP protocol implements a set of techniques to
compress application-layer protocol metadata without
compromising application inter-operability, in confor-
mance with the representational state transfer architec-
ture of the web. The protocol provides a request and
response communications model between application
endpoints, and enables the usage of key concepts of the
web, namely the usage of URI addresses to identify the
resources available on constrained sensing devices. CoAP
messages are exchange asynchronously between two end-
points and are used to transport CoAP requests and
responses. Since such messages are transported over unre-
liable UDP communications, CoAP implements a light-
weight reliability mechanism. The CoAP messages may be
marked as Confirmable, for which the sender activates a
simple stop-and-wait retransmission mechanism with
exponential back off. The receiver must acknowledge a
Confirmable message with a corresponding Acknowledge
message or, if it lacks context to process the message prop-
erly, reject it with a Reset message. The Acknowledge or
Reset message is related to a Confirmable message by
means of a Message ID, along with additional information
on the address of the corresponding endpoint. CoAP mes-
sages may also be transmitted less reliably if marked as
Non-Confirmable, in which case the recipient does not
acknowledge the message. Similarly to HTTP, CoAP defines
a set of method and response codes available to applica-
tions. Other than a basic set of information, most of the
information in CoAP is transported using options.

Regarding security, as previously discussed the protocol
adopts transport-layer security using DTLS, rather than
adopting security at the application-layer protocol itself.
Thus, our previous discussion on the limitations and open

research issues in the context of DTLS are also important in
the context of CoAP security. It also important to analyze
other approaches to CoAP security, namely by addressing
security at the application-layer rather than at the trans-
port-layer. The CoAP protocol [21] currently defines three
security modes: PreSharedKey, RawPublicKey and Certifi-
cates modes. All such security modes rely on DTLS to pro-
vide confidentiality, data authenticity, data integrity and
non-repudiation to CoAP messages, while differing in
how authentication and key negotiation is handled, as we
proceed to discuss.

In the PreSharedKey security mode devices are pre-pro-
grammed with the symmetric cryptographic keys required
to support secure communications with other devices or
groups of devices. This mode may be appropriate to appli-
cations employing devices which are unable to support
public-key cryptography, or for which it is convenient to
pre-configure security for the devices. Applications may
use one key per destination device or a single key for a
group of destination devices. In the RawPublicKey security
mode, devices use authentication based on public keys,
but without being able to be part of public key infrastruc-
tures. Devices are preprogrammed (for example as part of
the manufacturing process) with an asymmetric key pair
that can be validated using an out-of-band mechanism
such as [114], while without using certificates. The identity
of the device is obtained from its public key and the device
also possesses a list of identities and public keys of the
nodes it can communicate with. This security mode is cur-
rently defined as mandatory to implement.

In the Certificates security mode authentication is also
based on public keys, but for devices that are able to partic-
ipate in a certification chain for certificate validation pur-
poses. A security infrastructure must thus be available to
support this security mode. The devices use an asymmetric
key pair stored in a X.509 certificate, which binds it to its
Authority Name and is signed by some common trusted
root. The device also has a list of root trust anchors that
can be used for certificate validation purposes. Regarding
its employment of cryptography, the CoAP protocol cur-
rently adopts Elliptic Curve Cryptography (ECC) [115] to
support public key computations for the RawPublicKey
and Certificates security modes. ECC supports device
authentication using the Elliptic Curve Digital Signature
Algorithm (ECDSA) and key agreement using the ECC Dif-
fie-Hellman counterpart, the Elliptic Curve Diffie-Hellman
Algorithm (ECDHE).

One immediate goal for research on CoAP security may
be the experimental evaluation of the proposed CoAP secu-
rity modes, as currently such proposals are under discus-
sion. The viability of ECC cryptography on constrained
sensing platforms is currently uncertain, and optimizations
could be designed at the hardware of new platforms to
support efficient ECC cryptography. Other problem may
reside in the lack of memory on most constrained low-
power WSN platforms, which may difficult the support of
security plus all the other required 6LoWPAN-related soft-
ware modules. Alternative approaches to ECC public key
authentication may also be investigated, for example
involving device pre-configuration and pre-shared keys,
as TLS supports with TLS-PSK.
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Alternative research approaches can be investigated to
support CoAP security. One would be to use the applica-
tion-layer protocol to support costly DTLS handshake oper-
ations. In [116] the authors proposes the usage of a RESTful
DTLS handshake, to deal with the problem of the impact of
large handshake messages on 6LoWPAN fragmentation.
The proposed mechanism enables the efficient transmis-
sion of DTLS handshake messages in the payload of CoAP
messages, using CoAP block-wise transfers [117] when
required for larger messages. A DTLS session is thus mod-
eled as a CoAP resource and a well-known URI path is used
to identify a collection resource that models the set of
active security sessions.

Another approach consists in designing security into to
CoAP protocol itself. This approach was first discussed in
an I-D [118], which proposes new CoAP security options
for the setup of security contexts between CoAP communi-
cating entities, and for the identification of CoAP messages
which have security applied. Authors in [119] also propose
the employment of CoAP security options designed to sup-
port granular security. In this proposal, one security option
allows the identification of how security is applied to a
given CoAP message, other identifies the entity responsible
for the processing of security for the message and authen-
ticates the client, and another transports the data required
to process security for the message. This proposal supports
granular security and the usage of CoAP across different
security domains. The I-D in [120] also proposes the addi-
tion of two new CoAP options related to security, the Profile
and Sec-flag options. Contrary to [118,119], these options
complement DTLS security rather than providing an alter-
native. The Profile option enables the attribution of a CoAP
message to a particular application and the processing of
security at an intermediary accordingly, while the Sec-flag
option enables the usage of IEEE 802.15.4 link-layer secu-
rity rather than DTLS in a particular segment of the com-
munications path. This document also proposes an initial
authentication and security negotiation scheme using
CoAP messages transporting the Sec-flag option. From the
previous proposals we are able to verify that application-
layer security may provide various benefits when con-
trasted against DTLS transport-layer security to protect
CoAP communications. The support of granular security
implies that applications may opt to protect only particular
application-layer messages or messages with particular
contents, rather than being forced to process security for
all messages using DTLS. Also, application-layer security
may support end-to-end security in the presence of multi-
ple WSN deployments and interconnecting gateways, as
well as CoAP proxies in reverse or forward modes [21] sup-
ported by such gateways.

4.4.6. Cross-layer security aspects
An essential cross-layer security aspect in the context of

the reference integration architecture illustrated in Fig. 2 is
key management, and one that will play a fundamental role
in the support of security mechanisms for Internet-inte-
grated low-power WSN. Key management is in fact a
cross-layer security issue and one that is interrelated with
authentication, since security mechanisms designed to
protect communications require that keys are negotiated

in the context of the initial authentication of the communi-
cating devices and periodically refreshed in order to guar-
antee effective and long-term security, independently of
the layer at which communications take place.

While not proposing any specific key management
solution, RFC 6568 [67] identifies the possibility of adopt-
ing simplified versions of current Internet key manage-
ment solutions, such as the minimal IKEv2 proposed in
[121]. RFC 6568 describes the requirements for minimal
implementations of IKEv2, together with possible optimi-
zations promoting its adaptability to constrained WSN
environments. Other approaches may be pursuit to adapt
IKEv2 to Internet-integrated low-power WSN environ-
ments. One is to compress the IKE headers and related pay-
load data using 6LoWPAN IPHC compression, as proposed
in [122]. The other is to adopt new lightweight key man-
agement mechanisms that are more close to the capabili-
ties of WSN environments and to the characteristics of
IoT applications [123,134]. In this work the authors also
discuss that public-key approaches require nodes with less
resource constraints than current reference wireless sens-
ing platforms, and propose the adaptation of mathemati-
cal-based key management approaches.

The gateway illustrated in Fig. 2 can also support stan-
dard Internet key negotiation mechanisms with Internet
hosts, while abstracting such key negotiation operations
from the constraints and characteristics of WSN devices.
The gateway may deal with the identification and authori-
zation of sensing devices prior to key management, there-
fore acting as a trusted broker for end-to-end key
negotiation purposes. Alternatively, key negotiation may
be performed in a truly end-to-end fashion, as such having
key management mechanisms dealing with the constraints
and characteristics of sensing devices and applications. The
applicability of existing key management mechanisms
designed to support link-layer security on sensor networks
[124] to Internet-integrated WSN can also be investigated.
Proposals based on mathematical techniques such as linear
algebra, combinatory or algebraic geometry may be of
interest as discussed in [124], as they may contribute or
at least provide the ground for the adoption of new key-
management mechanisms. Research work may also target
the extension of such proposals to global environments in
the context of its integration with the IKE standard, or its
adaptation to the usage of a trusted third-party, as this
would provide support for the usage a of security infra-
structure supporting authentication and key negotiation
for Internet-integrated WSN.

Other important security services in the context of the
integration architecture previously discussed and illus-
trated in Fig. 2 are those to guarantee authentication, autho-
rization and control of accesses. Such services will be
fundamental, as not all services provided by applications
employing Internet-integrated WSN will be public, and
some applications may require that accesses to data avail-
able on sensing devices be carefully controlled. Access con-
trol mechanisms may be designed to operate on packet
header information related with 6LoWPAN-based commu-
nication protocols, as this would enable a fine-grained con-
trol of communications between the Internet and WSN
domains. In the same context, compressed 6LoWPAN secu-
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rity headers, DTLS headers and CoAP security options can
be inspected and processed in cooperation with security-
mapping and key management mechanisms.

The creation of a worldwide object network will require
a security infrastructure to support mutual object authen-
tication and operations related with identity management,

Table 3
Proposals on security for 6LoWPAN-based communication technologies.

Research
proposal

Operational
layer

Security properties and
functionalities supported

Application context of security Implementation details

[51,72,76] 6LoWPAN
adaptation
layer

Confidentiality, integrity,
authentication, non-repudiation

Transparent end-to-end (network
layer) security

Stateless compression of AH and ESP security
headers for 6LoWPAN; security in tunnel and
transport modes; preprogrammed keys with
varying sizes

[77,78] 6LoWPAN
adaptation
layer

Confidentiality, integrity,
authentication, non-repudiation

Transparent end-to-end (network
layer) security

IPHC (6LoWPAN) compression of AH and ESP
security headers; preprogrammed 128-bit keys

[80] 6LoWPAN
adaptation
layer

Resistance against 6LoWPAN
fragmentation attacks

Communications between
6LoWPAN devices with
fragmentation

Addition of a timestamp plus a nonce to the
6LoWPAN fragmentation header to support
security against unidirectional and bidirectional
fragment replays

[81] 6LoWPAN
adaptation
layer

Resistance against 6LoWPAN
fragmentation attacks

6LoWPAN communications
between sensing devices or end-
to-end communications with
external devices

Mechanisms to support per-fragment sender
authentication using hash chains and purging of
messages from suspicious senders based on the
observed behavior

[89] Transport-
layer

Confidentiality, integrity,
authentication, non-repudiation
repudiation using DTLS.
Reduction of the overhead of the
DTLS records

Transparent end-to-end
(transport layer) security

IPHC compression of the DTLS headers in the
context of the 6LoWPAN adaptation layer

[91,92] Transport-
layer

Confidentiality, integrity,
authentication, non-repudiation
repudiation using DTLS.
Reduction of the overhead of
DTLS with hardware assistance

Transparent end-to-end
(transport layer) security

End-to-end DTLS using mutual authentication
with hardware support provided by specialized
trusted-platform modules (TPM) with RSA
cryptography

[93] Transport-
layer

Confidentiality, integrity,
authentication, non-repudiation
repudiation using DTLS.
Reduction of the overhead of
DTLS by offloading operations to
a powerful device

Transparent end-to-end
(transport layer) security

Transparent interception and mediation of the
DTLS handshake, offloading of ECC public key
computations to the gateway

[95] Transport-
layer

Confidentiality, integrity,
authentication, non-repudiation
repudiation using DTLS.
Reduction of the overhead of
DTLS by offloading operations to
a powerful device

End-to-end (transport layer)
security with certificates and
sessions managed at the gateway

Usage of the certificate pre-validation and
session resumption to offload public key
authentications to the gateway

[94] Transport-
layer

Confidentiality, integrity,
authentication, non-repudiation
repudiation using DTLS for
multicast communications

Support secure multicast
communications on sensing
devices

Setup of multicast groups by the gateway, each
sensing device performs the initial DTLS
handshake with the gateway and receives the
required keying material

[117] Transport
layer

Support of DTLS handshake with
block-wise communications

Support authentication and
initial key agreement with
sensing devices employing DTLS

DTLS handshake messages transported in the
payload of CoAP application-layer messages
using CoAP block-wise transfers to reduce
6LoWPAN fragmentation

[110,111] Routing
layer

Resistance against internal
attacks

Protection of RPL routing
operations against falsified
routing updates

Version number and rank authentication
security scheme based on one-way hash chains
providing security against internal attackers

[112] Routing
layer

Resistance against internal
attacks

Protection of RPL routing
operations against falsified
routing updates

Security mechanism combining parent fail-over
with a rank authentication scheme to combat
sinkhole attacks

[118] Application
layer

Confidentiality, integrity,
authentication, non-repudiation
repudiation for CoAP web
messages

Transparent end-to-end
(application layer) security

CoAP security options allow for the setup of
security contexts between CoAP communicating
entities and protection of CoAP messages

[119] Application
layer

Confidentiality, integrity,
authentication, non-repudiation
repudiation for CoAP web
messages

Transparent and granular end-to-
end (application layer) security

CoAP security options for granular security,
authentication of clients and secure transversal
of multiple security domains

[120] Application
layer

Confidentiality, integrity,
authentication, non-repudiation
repudiation for CoAP web
messages

Application layer security with
application identification and
support for link-layer security

CoAP security options to complement DTLS
security, identification of particular applications
and employment of link-layer security when
appropriate
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anonymization, authentication and authorization. While
not all IoT applications will require or be able to access
such an infrastructure, research and standardization work
will be required for its design and integration with current
certification infrastructures. Authentication and authoriza-
tion mechanisms will also be dependent on the adoption of
suitable and scalable identification mechanisms to provide
unique identifiers and virtual identifiers to users, sensors
and other types of devices [125,126].

As with any other Internet device, it is fair to expect that
a low-power WSN sensing device exposed to Internet com-
munications will be targeted by malicious entities trying to
hinder the availability of its services. In this context, fault
tolerance in Internet-integrated WSN devices may involve
making all objects secure by default, giving all objects to
know the state of the network and its services, and making
objects able to defend themselves against network failures
and attacks. Despite such desirable properties, the employ-
ment of a security gateway as in the reference integration
architecture illustrated in Fig. 2 will be important and in
many situation unavoidable, and the gateway may provide
valuable support in the enforcement of appropriate secu-
rity perimeters.

Other fundamental aspect related with fault-prevention
is intrusion detection. Despite the existence of preliminary
works on intrusion detection systems for 6LoWPAN WSN
environments [127,135,136], further research still needs
to be performed in this area. Intrusion detection mecha-
nisms can be extended to understand possible attacks
against 6LoWPAN-based communication and security
mechanisms, and be developed symbiotically with other
mechanisms required to guaranteeing the availability and
robustness of the WSN, such as load balancing. In conclu-
sion, In Table 3 at the end of the survey we resume the
main characteristics of the previously analyzed research
proposals targeting security aspects in 6LoWPAN-based
communication protocols and environments.

5. Conclusions

The integration of low-power WSN with the Internet
may enable future sensing applications in the context of
which sensing and actuating devices interface with the
physical world and are able to communicate with remote
devices over the Internet. This aspect is also currently
motivating the design and adoption of new communica-
tion technologies appropriate to support Internet commu-
nications on low-power wireless sensing devices, as
analyzed throughout the article. Technologies such as
6LoWPAN, RPL and CoAP belong in this context, and
already enable end-to-end communications between con-
strained wireless sensing devices and external or Internet
entities. Along with such communication technologies,
security mechanisms are required to protect end-to-end
communications, and also to address security aspects that
may be considered to be cross-layer. Appropriate security
solutions will thus be required to support the integration
of WSN with the Internet at an architectural level.

As we have discussed throughout the survey, security
will be a fundamental enabling factor of the integration

of WSN applications with the Internet, irrespective of the
integration approach considered. With this in mind, we
perform an exhaustive analysis of the communication
and security technologies already available or currently
being designed with this goal. We analyze existing
research proposals and open issues that constitute
research opportunities in the area. We believe this survey
may provide an important contribution to the research
community, by documenting the current status of this
important and very dynamic area of research, and helping
readers interested in developing new solutions to address
security in the context of the integration of low-power
WSN with the Internet.
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