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Abstract. The assessment of the dependability properties of a system (depend-
ability benchmarking) is a critical step when choosing among similar compo-
nents/products. This paper presents a proposal for the benchmarking of the de-
pendability properties of web-servers. Our benchmark is composed of the three
key components: measures, workload, and faultload. We use the SPECWeb99
benchmark as starting point, adopting the workload and performance measures
from this performance benchmark, and we added the faultload and new meas-
ures related to dependability. We illustrate the use of the proposed benchmark
through a case-study involving two widely used web servers (Apache and
Abyss) running on top of three different operating systems. The faultloads used
encompass software faults, hardware faults and network faults. We show that
by using the proposed dependability benchmark it is possible to observe clear
differences regarding dependability properties of the web-servers.

1 Introduction

The term dependability translates to the quality by which a system can be relied on.
This includes attributes such as availability, reliability, safety, integrity, etc. The rela-
tive importance of each attribute is dependent on the nature of the system considered.
Dependability benchmarking is a process by which the dependability attributes of a
system are assessed. The evaluation of the dependability properties of a computer
system or component is a critical step when choosing among similar products. How-
ever, assessing system dependability is a very difficult problem as it is dependent on
the fault probability, which in turn is dependent on many factors, either internal to the
system (hardware and software) or external (environment or human made).

Dependability assessment has been addressed by using both model-based and
measurement-based techniques. The former include analytical [1] and simulation [2]
techniques. Measurement-based techniques include field measurement [3], fault injec-
tion [4] and robustness testing [5], just to mention a few examples.

Most of these dependability assessment techniques have been developed for mis-
sion-critical systems or for the business-critical area, and thus make assumptions
about design or operating environment that affect their direct porting to more main-



stream computing systems. The goal of dependability benchmarking is thus to pro-
vide generic ways of characterizing the behavior of components and computer sys-
tems in the presence of faults, allowing for the quantification of dependability meas-
ures.

Following the well-established philosophy used in the performance benchmark
world, the dependability benchmarking proposals are mainly inspired on measure-
ment-based techniques. However, beyond existing techniques, such as fault injection
and robustness testing, dependability benchmarking must provide a uniform, repeat-
able and cost-effective way of performing this evaluation, especially for comparative
evaluation of competing or alternative systems and/or components.

A dependability benchmark can then be defined as a specification of a standard
procedure to assess dependability related measures of a computer system or computer
component. The main components of the dependability benchmark are [6]:

— Workload: represents the work the system must do during the benchmark run.

— Faultload: represents a set of faults and stressful conditions that emulate real
faults experienced in the field.

— Measures: characterize the performance and dependability of the system under
benchmark in the presence of the faultload when executing the workload.

— Experimental setup and benchmark procedure: describes the setup required to
run the benchmark and the set of procedures and rules that must be followed dur-
ing the benchmark execution.

This paper proposes a dependability benchmark for web-servers (the WEB-DB)
with emphasis on the reliability, availability (readiness and service continuity) and
integrity (non-occurrence of invalid information) attributes. To our knowledge, this is
the first proposal of a dependability benchmark for this important class of systems.

The paper is organized as follows. Next section describes the related work. Section
3 presents the Web-DB dependability benchmark. Section 4 describes an example of
the use of Web-DB to benchmark dependability aspects of the Apache and Abyss
web servers. Section 5 concludes the paper.

2 Related work

The idea of dependability benchmarking has become popular the last few years and is
currently the subject of intense research, having already led to the proposal of several
dependability benchmarks for several different application domains.

In [7] it is proposed a dependability benchmark for transactional systems - the
DBench-OLTP dependability benchmark. This benchmark specifies the measures and
all the steps required to evaluate both the performance and key dependability features
of OLTP systems. A dependability benchmark for transactional systems considering a
faultload based on hardware faults is proposed by [8].

A dependability benchmark for operating systems is proposed by [9]. The goal of
this benchmark is to characterize qualitatively and quantitatively the OS behavior in
the presence of faults and to evaluate performance-related measures in the presence
of faults. The results of a research work on the practical characterization of operating



systems (OS) behavior in the presence of software faults in OS components, such as
faulty device drivers, is presented in [10].

Research work developed at Berkeley University has lead to the recent proposal of
a dependability benchmark to assess human-assisted recovery processes [11].

The work carried out in the context of the Special Interest Group on Dependability
Benchmarking (SIGDeB), created by the IFIP WG 10.4, has resulted in a set of stan-
dardized availability classes to benchmark database and transactional servers [12].

Recent work at Sun Microsystems defined a high-level framework [13] dedicated
specifically to availability benchmarking. Within this framework, two specific
benchmarks have been developed. One of them [14] addresses specific aspects of a
system's robustness on handling maintenance events such as the replacement of a
failed hardware component or the installation of software patch. The other benchmark
is related to system recovery [15].

At IBM, the Autonomic Computing initiative (see
http://www.ibm.com/autonomic) is also developing benchmarks to quantify a sys-
tem's level of autonomic capability, addressing four main spaces of IBM's self-
management: self-configuration, self-healing, self-optimization, and self-protection
[16].

3 Measuring dependability of Web-Servers: a benchmark proposal

A typical web environment consists on several clients performing their commands via
a web-browser connected to the web-server through the Internet. In a simplified ap-
proach, the server is composed by three main components: the hardware platform, the
operating system, and the web-server.

The WEB-DB dependability benchmark proposed in this paper uses the basic ex-
perimental setup, the workload, and the performance measures specified in the
SPECWeb99 benchmark [17]. The following subsections present the WEB-DB de-
pendability benchmark, with particular emphasis on the new components.

3.1 Experimental setup and benchmark procedure

Figure 1 presents the key elements of the experimental setup required to run the
WEB-DB dependability benchmark. The key elements are the System Under
Benchmarking (SUB) and the Benchmark Management System (BMS).

The SUB consists on a web-server installation, including all hardware and soft-
ware necessary to run the web-server. From the benchmark point-of-view, the SUB is
the set of processing units needed to run the workload. It is important to note that the
SUB is larger than (and includes) the component directly targeted by the benchmark
(named Benchmark Target - BT), which is the web-server.

The BMS is a set of tools that control all aspects of the benchmark experiments. Its
key functionalities are: submission of the workload, coordination and synchronization
of the several components involved in the experiments, and collection of the raw data



needed to produce the benchmark measures (measures are computed afterwards by
analyzing the information collected during the benchmark run).

The execution of the WEB-DB benchmark includes two main phases:

— Phase 1: this phase corresponds to the execution of the SPECWeb99 performance
benchmark (see [17]), and is used to determine the baseline performance of the
SUB. The baseline performance corresponds to the performance attainable by the
SUB in normal operation conditions (that is, without artificial faults) but with the
BMS tools running. A key notion implied here is that the BMS is considered as
part of the workload submitted to the SUB. A second result of this phase is a
measure of the intrusiveness of the BMS which is directly given by the difference
of the performance of the SUB with and without the BMS. Note that, the execution
of the SPECWeb99 benchmark includes 3 runs and the results reported are the av-
erage of the results from those runs.

System Under Benchmark
Benchmarking /1 N Management
(SUB) \’Workload‘/ System (BMS)

Web Server Benchmark
Manager

£ Control Data )
Operating System SPECWeb99 Client

Fig. 1. Experimental setup overview
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— Phase 2: in this phase the workload is run in the presence of the faultload to meas-
ure the impact of faults on the SUB to evaluate specific aspects of the target sys-
tem dependability. As in phase 1, this phase includes 3 runs and the results re-
ported represent the average of the results from those runs. During each run, all
faults defined in the faultload are applied.
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Fig. 2. Benchmark execution profile

As shown in Figure 2, each run is made of several injection slots. An injection slot
can be defined as a measurement interval during which the workload is run and some
faults from the faultload are injected. The execution profile of each injection slot is
closely related to the class of the faults to be injected.



3.2 Workload

The WEB-DB dependability benchmark adopts the workload of the well-established
SPECWeb99 performance benchmark [17]. This workload represents typical requests
submitted to real web-servers. Its definition was based on the analysis of web-based
services in several real web-sites (see [17] for more details). The workload is com-
posed of the typical operations allowed by the HTML (GET and POST operations,
both static and dynamic). The workload also reproduces common actions such as on-
line registration and advertisement serving.

3.3 Measures

The WEB-DB dependability benchmark measures are computed from the information
collected during the benchmark run and follow the well-established measuring phi-
losophy used in the performance benchmark world. In fact, the measures provided by
existing performance benchmarks give relative measures of performance that can be
used for system comparison or for system/component improvement and tuning. It is
well known that performance benchmark results do not represent an absolute measure
of performance and cannot be used for planning capacity or to predict the actual per-
formance of the system in field. In a similar way, the measures proposed for this first
dependability benchmark must be understood as benchmark results that can be useful
to characterize system dependability in a relative fashion (e.g., to compare two alter-
native systems) or to improve/tune the system dependability.

The WEB-DB measures are grouped into three categories: baseline performance
measures, performance measures in presence of faults, and dependability measures.

The baseline performance measures, inherited from the SPECWeb99 perform-
ance benchmark, are obtained during Phase 1 and include:

— SPEC: this is the main SPECWeb99 metric. It measures the number of simultane-
ous conforming connections. SPEC defines conforming connection as a connection
with an average bit rate of at least 320 kbps and less than 1% of errors.

— THR: reports the number of operations per second (throughput).

— RTM: represents the average time in milliseconds that the operations requested by
the client take to complete (medium response time).

The performance measures in the presence of faults, which represent the pen-
alty in the performance of the web-server caused by the faults injected in Phase 2,
include:

— SPECT: main SPEC measure in the presence of the faultload.
— THRf: throughput in the presence of the faultload.
— RTMf: response time in the presence of the faultload.

The dependability measures reported are also collected in Phase 2 and include:

— Autonomy: this metric gives an idea about the need of external administrative
intervention to repair the web-server. Administration intervention is needed when



the web-server dies or stops providing useful service. This measure is computed
as: Autonomy = (100 — (No. administrative intervention / No. faults)*100).

— Accuracy: reports the error rate in the presence of faults. This measure is com-
puted as: Accuracy = 100 — (No. request with errors / No. requests)*100. This
measure relates to the dependability attribute of integrity.

— Auvailability: represents the time the system is available to execute the workload. It
is worth noting that in the context of the WEB-DB dependability benchmark,
availability is defined based on the service provided by the system. This way, the
system is considered available when it is able to provide the service defined by the
workload. In other words, the system is not available if the clients get no answer or
get an error. For each run in Phase 2, this measure is given as a ratio between the
amount of time the system is available and the total duration of that run.

3.4 Faultload

The faultload represents a set of faults and exceptional events that emulate real faults
experienced by web-servers in the field. A faultload can be based on three major
classes of faults: operator faults, software faults, and hardware faults.

The WEB-DB benchmark use two different faultloads: one based on software
faults that emulate realistic software defects (see [18, 19]) and another based on op-
erational faults that emulate the effects of hardware and operator faults. Of course, a
general faultload that combines these two is also possible (and is in fact the best op-
tion). The following subsections present and discuss the two faultloads.

3.4.1 Faultload based on software faults

A representative faultload based on software faults is one that contains only faults
that are representative of real program errors that elude traditional software testing
techniques and are left undiscovered in software products after shipment. The results
presented in [20, 18] identify a clear trend in the software faults that usually exist in
available systems: a small set of well-defined fault types is responsible for a large part
of the total software faults. Using this set of fault types as a starting point for a fault-
load definition, in [19] a generic faultload based on software faults for dependability
benchmarking is proposed. WEB-DB follows the guidelines defined in [19] in the
definition of the faultload based on software faults. Table 1 presents the fault types
that compose this faultload and reproduces the statistical information regarding the
representativeness of the fault types according to the field data analyzed in [18].

To emulate the software faults of Table 1, we use an implementation of the G-
SWEFIT technique [19]. This technique emulates the software faults by reproducing
directly at low-level code the processor instruction sequences that represent pro-
gramming errors. The instruction sequence inserted in the target code is equivalent to
the code that would have been generated by a compiler if the emulated defect had
been in fact presented in the high-level source code. A library of mutations guides the



entire process. This technique has the important advantage that does not need source
code of the target, and provides a good accuracy in the emulation of faults.

One important aspect is that the software faults must not be injected in the bench-
mark target (the web-server). As the injection of software faults implies the modifica-
tion of the target code, any conclusion drawn afterwards might not apply to the origi-
nal BT. We use the notion of Fault Injection Target (FIT) which is a component of
the SUB other than the BT. The best option for FIT in the WEB-DB context is the
operating system itself, as the OS is indispensable in a web-server installation, and its
services are required for the execution of the workload. Because the OS is very large,
specific portions of it were previously selected as prime candidates for fault injection.
These portions correspond to the code of the API most used by typical web-servers
when executing the SPECWeb99 workload (mostly network and file management
API). The resulting faultloads are specific to a given OS and not of the web-server.

Table 1. Types of software faults considered in the faultload. The fault coverage is based on
the field study presented in [18], which also agrees in general with another sudy from IBM
presented in [20].

Fault Types Fault Coverage

Missing variable initialization 2.25%
Missing variable assignment using a value 2.25%
Missing variable assignment using an expression 3.00 %
Missing "if (cond)" surrounding statement(s) 4.32%
Missing "AND EXPR" in expression used as branch condition 7.89 %
Missing function call 8.64 %
Missing "If (cond) { statement(s) }" 9.96 %
Missing small and localized part of the algorithm 3.19%
Wrong value assigned to a value 2.44 %
Wrong logical expression used as branch condition 3.00 %
Wrong arithmetic expression used in parameter of function call 2.25%
Wrong variable used in parameter of function call 1.50 %

Total 50.69%

Because the implementation of a G-SWFIT injector is a complex task, the tools
needed to inject software faults and the fault library for the different operating sys-
tems are provided with the benchmark specification. The idea is to simply download
the tool and use it in the benchmark environment.

3.4.2 Faultload based on operational faults

The faultload based on operational faults comprises hardware and operator faults. The
types of faults considered have been chosen based on a estimation of the rate of
occurrence, ability to emulate the effects of other types of faults, diversity of impact
in the system, and portability. The faultload is composed by a set of faults from the
types presented in Table 2 injected at different (and well-defined) instants.

The injection of the types of faults considered in this faultload is quite easy when
compared to the injection of software faults. Simple applications can be developed to
injected the hardware and operator fauls considered. The most right column of Table
2 presents some examples on how to introduce each type of fault in the SUB.



Table 2. Types of environment faults considered in the faultload.

Fault Types Fault Injection
Network interface  Represents a failure in the server network card. This fault can be easily emu-
failure lated by disabling the network interface at the operating system level.
Network connection  Represents a failure in a network connection and can be emulated by closing
failure abruptly TCP sockets used to connect the web-server to the clients.

Represents an operator/hardware fault that leads to the abrupt shutdown of the
web-server. This fault can be emulated by killing the web-server processes at
the operating system level.

Represents an operator fault that leads to the abrupt reboot of the server. This
fault can be emulated by rebooting the operating system.

Abrupt web-server
shutdown

Abrupt server reboot

3.4.3 Injection slots execution profile

After choosing the types of faults to inject and the technique to inject those faults, we
have to define the profile for the injection of faults. As mentioned before, each execu-
tion of the WEB-DB benchmark is made of three runs and each run comprises several
injection slots. Figure 3 shows the execution profile for each injection slot.

Injection Slot

I ﬁ ﬁ ammn uj [ T Fault Injection

k Fault Removal (only
\_Y_l LY_) for software faults)
Ramp up Measurement Interval Ramp
time down time

Fig. 3. Injection slot execution profile

In order to assure that each injection slot portraits a realistic scenario as much as

possible, and at the same time assure that important properties such result repeatabil-
ity and representativeness of results are met, the definition of the profile of the injec-
tion slot has to follow several rules. The following points summarize those rules:

The SUB state must be explicitly restored at the beginning of each injection slot
and the effects of the faults do not accumulate across different slots.

The measurement interval starts when the system achieves the maximum process-
ing throughput, which happens after a given time running the workload (ramp-up
time). The ramp down time at the end of each injection slot represents the time the
SPECWeb99 workload needs to end. Note that, no faults are injected during the
SUB ramp-up and ramp-down. Ramp-up and ramp-down are 300 seconds long.
These values are imposed by SPECWeb99 (see [17] for details).

For the faultload based on software faults, faults are injected in intervals of 10
seconds and the measurement interval has a maximum duration of 20 minutes,
which means that several slots may be needed to inject all the faults in the fault-
load, as the number of slots depends on the number of faults in the faultload. The
10 seconds injection intervals have been established based on the SPECWeb99
workload operations, which take less than one second, thus inserting each fault for
a period of 10 seconds is enough time to activate the fault. Before injecting the



next fault, the previous one is undone (i.e., the original code is restored). It is
worth noting that as the fault target for software faults is the operating system
code, different web servers are benchmarked with exactly the same faults, and the
benchmark results compare the way the different web servers behave in the pres-
ence of an unstable/faulty operating system.

— For the faultload based on operational faults, four injection slots are needed (i.e.,
one slot for each type of fault). Several faults from a given type are injected in
each slot. The duration of the measurement interval is 20 minutes. The time be-
tween injections depends on the type of the faults and is the following: 20 seconds
for network connection failures, 40 seconds for network card failures, 10 seconds
for abrupt web-server shutdowns, and 10 minutes for abrupt server reboots.

— After the injection of a fault an error diagnostic procedure has to be executed to
evaluate the effects of the fault and to check if a recovery procedure is required (if
an error is detected). This recovery procedure is controlled by the BMS and repre-
sents the external intervention needed to restore the service of the web server.

4 Apache vs Abyss: an example of dependability benchmarking

Our case-study is composed of the two web-servers: Apache (www.apache.com) and
Abyss (www.aprelium.com/abyssws). Each web-server was installed over three dif-
ferent operating systems: Windows 2000 (SP4), Windows XP (SP1) and Windows
2003 Server. This resulted in a total of six different SUB configurations. It is worth
noting that the benchmark proposal is in no way tied to a specific platform. The
benchmark specification remains the same across different OSes and web-servers: all
that is needed to use the benchmark on other platforms is to port the benchmark tools
(we are currently working on a port for the Linux platform).

4.1 Experimental Setup

Each SUB configuration involves two computers connected via a 100 Mbps direct
Ethernet connection. The SUB is entirely contained in one of the computers (the
server computer). The BMS is composed of the following tools:

— The SPECWeb client, responsible for submitting the workload to the SUB and
collecting measurements related to performance (placed in the client computer).

— The fault injector, responsible for all fault injection tasks. This tool is running in
the server computer. The fault injector is also responsible for the assessment of the
web-server process status. If the web-server process dies unexpectedly, or if it
hangs or otherwise stops providing service, then it is restated by the fault injector.
These events are useful to obtain the autonomy results.

— The availability evaluator, which continuously checks if the web-server is provid-
ing service by submitting a “GET” request and analyzing the result.



Fig 4 represents a client-server pair. All the computers used in our experiments
have exactly the same configuration (1.6 GHz Pentium IV, 512 Mb RAM, 7200 rpm
IDE hard disk, 100Mbit network interface). The software configuration of the client
computers is the same for all SUBs (the SPECWeb client and the availability evalua-
tor running on top of Windows XP). The server computers have six different configu-
rations (i.e., six different SUBs: three OSes and two Web servers).

Server machine Client machine
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Measure-

ments
O components

i Web Workioad -
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Fig. 4. Experimental setup.

Because some of the BMS tools are also running on the same machine as the web-
server, there is a small performance penalty. To maintain our conclusions meaningful,
we consider that the execution of the BMS tools is part of the workload subjected to
the SUB, i.e., we want to observe the behavior variation induced by the presence of
faults and not by presence of the BMS tools. This means that the normal behavior of
the SUB must be assessed with the BMS running but with no fault being injected (we
call this the baseline performance). To that effect, our fault injector has a profile-only
mode that executes all the tasks related to fault injection except the injection itself.
Later, the behavior of the web-servers in presence of faults will be compared to the
baseline performance. The workload execution with and without the BMS tools have
shown a performance intrusion less than 4%. We obtained the maximum performance
attainable on our hardware configuration according to two guidelines:

— There was no specific effort towards custom performance optimization. Two fac-
tors contribute for less than maximum performance of our setups, when comparing
to published results for similar hardware setups: the network interface has a maxi-
mum bandwidth of 100Mbits, and we used interpreted perl CGI-scripts instead of
compiled scripts.

— The maximum workload subjected to each SUB was such that the conformance (as
defined by SPECWeb99) is 100%, which means that every connection that was
submitted to that SUB was fulfilled in a timely fashion (see SPECWeb99 specifi-
cations [17]). We also imposed that no errors are reported. The rationale behind
the 100% conformance and 0% errors requirements is that we are interested in ob-
serving a 100% clean (no errors) SUB behavior. Any errors that occur during the
benchmark experiments can then be assigned to the presence of the faultloads.

4.2 Benchmarking Results and Discussion

A complete benchmark experiment for a given SUB is composed of three complete
executions for each faultload, following the SPECWeh99 style. The values for each
benchmark measures are the average of the values obtained in each run for each



measure. Table 3 presents results obtained for each faultload and the resulting aver-
age. To facilitate the comparison of the behavior of the SUB with and without faults,
we also included in table 3 the baseline performance for each SUB (row “baseline”).

Before analyzing the results, it is important to recall that the benchmark measures
characterize the SUB. However, the SUB is the whole server (platform + operating
system + web server), which is larger than the component the Web-DB is meant to
characterize (called benchmark target - BT), which is the web server. The compara-
tive analysis of different web servers is achieved by comparing the results obtained in
more than one SUB, where the only difference between each SUB is the BT. For
example, we can only compare the results obtained for Apache and Abyss when each
web-server is running on the same platform and operating system.

Table 3. Benchmark measures results. The Autonomy (AUT%), Availability (AVL%) and
Accuracy (ACR%) are given in percentage, the Throughput in the presence of fault (THRf) is
given in operation per second, and the Response Time in the presence of fault (RTMf) is given
in miliseconds. The SPECf measure has the same units as SPEC.

Apache Abyss

AUT% AVL% SPECf THRf RTMf ACR%|| AUT% AVL% SPECf THRf RTMf ACRY

(Baseline ) (100)  (1200)  (31)  (90) 3459  (100) (100)  (100)  (28) (827) (3444)  (100)

8 Software 92,63 96,72 10,64 83,65 362,18 94,63 90,7 9561 4,97 7596 359,69 90,07
S Operation. 95,32 93,84 17 74,83 402,23 99,79 98,02 97,09 1567 7596 367,75 99,48
Average 93,98 95,28 13,82 79,24 3822 97,21|| 94,36 96,35 10,32 75,96 363,7 94,78
(Baseline ) (100)  (100)  (26) (745) (348.9)  (100) (100)  (100)  (25) (733) (3434)  (100)

% Software 93,68 97,84 138 71,67 357,12 9556 9351 96,62 10,74 68,69 356,68 89,42
Operation. 97,28 9804 22,33 71,59 36233 99,63 98,43 98 16,67 67,74 3674 99,57
Average 95,48 97,94 18,07 71,63 359,7 97,6 95,97 97,31 13,71 68,22 362 94,5
(Baseline ) (100)  (100)  (30) (824) (3639)  (100) (100)  (100)  (24)  (70) (3458)  (100)

§ Software 9472 9743 13,79 7882 37148 955 9355 9669 104 66,09 35508 91,49
N Operation. 98,81 97,81 8,75 7959 374,77 99,07 98,94 98,37 1542 66,26 362,27 99,6

Average 96,77 97,62 11,27 79,21 373,1 97,29 96,25 97,53 12,91 66,18 358,7 95,55

Because the benchmark comprises six different measures, it is inevitable that some
of the measures favor one of the BT, while the others measures favor others BT.
Different benchmark-users may intend to deploy the web-servers in different envi-
ronments. As such, the relative weight of each benchmark measure may have differ-
ent relative weights across different benchmark users (e.g., user A may consider the
availability more important than user B). In this case-study we assumed a general-
purpose web-server scenario and assigned equal relevance to all six benchmark
measures. To facilitate the identification of the SUB with the best dependability re-
sults, the values more favorable are presented with a gray background. The results
presented in table 3 suggest that Apache presents better dependability properties that
Abyss. Indeed, five out of six benchmark measures have their best values on the
Apache side. For space reasons we cannot show the results in a form of charts, which
would show the differences between Apache and Abyss much more clearly.

The benchmark is primarily intended for web-server comparison. However, ac-
cepting the faultloads as representative of real faults, the results can also be used to
analyze and compare the properties of the OSes or the entire SUB (OS + Web-
server). If we focus on one server, we can obtain information regarding which operat-



ing system provides better dependability properties for that server. According to our
results and taking into account both faultloads and all six measures, Windows XP
seems to provide the best platform for Apache and Windows 2003 the best for Abyss.
The differences between XP and 2003 are smaller than the differences between 2000
and any of the other two OSes. On the other hand, if we focus on a given operating
system we can obtain which of the two observed web-servers provides the most de-
pendable behavior. We can also extract information regarding which of the six SUB
presents the best dependability properties: the combination Apache/XP seems to be
the one where the service degradation caused by faults is less noticeable.

Concerning software faults in the operating system, Apache shows a clear advan-
tage when compared to Abyss. The only measure where Apache does not behaves
better than Abyss is the response time in presence of faults (RTMf), in particular
when the underlying OS is the 2003. However, all the other measures favor Apache.

When considering the faultload of operational faults, the differences between both
servers are not as clear as when using the faultload of software faults. Apache pre-
sents a better overall behavior regarding Autonomy, SPECf and THRf, but Abyss is
superior when considering Availability, Accuracy and RTMf. The benchmark user
may weight each measure according to the operational environment where the
web-server is to be deployed in order to better distinguish the behavior of the servers.

When considering both faultloads (global results), again it becomes clear the dif-
ference between Apache and Abyss. Although Abyss is better according to Availabil-
ity and Response Time, Apache is superior regarding all other four measures.

The following remarks are worth noting:

— The faultload based of software faults is the one that causes the larger number of
process hangs and aborts leading to lower Autonomy results. This agrees with the
idea that correctness of OS is essential to the correct behavior of the applications.

— Abyss and Apache appear to have different internal strategies dealing with net-
work mechanisms. Indeed, faults related to network (network connection failure,
network interface failure) cause larger behavior differences than other fault types.
The difference in network fault tolerance is also indirectly behind the differences
between the Availability results: when Apache dies unexpectedly, its next instance
has some trouble restoring the listening sockets; on the other hand, Abyss can re-
store its sockets more quickly in the same circumstances.

4.3 Benchmarking Execution Effort

The time involved in the execution of our benchmark for a given SUB is the sum of
the time required for the setup procedures and the execution itself. The setup proce-
dures are: OS and web-server installation, SPECWeb client, benchmark tools installa-
tion, and the faultload generation. The setup and configuration of the OS + web-
server + tools took us less than one hour. It is not expected that other OSes and serv-
ers take significantly more than it took us to configure our setup. It is important to
refer that we are interested in obtaining a basic, working web-server machine, not a
customized specific-purpose portal; therefore the configuration procedures are rela-
tively simple.



The only faultload that may require a specific preparation is the faultload based on
software faults as it is specific to each OS (see [19]). The generation of this faultload
using G-SWFIT [18] is an automated process that requires only simple parameter
tuning. The entire process takes less than half an hour, provided that the tools for the
generation are available. In our case we have an implementation of the G-SWFIT
technique for the windows family which will be available for download on the web.

The execution of the benchmark is mainly dependent on the faultload size. Taking
into account the three runs imposed by the SPECWeb99 rules and considering all
slots needed to execute the complete faultload, the total benchmark execution time is
31 hours and 45 minutes (the worst-case scenarios are the SUBs involving Windows
XP which has a faultload of software faults of nearly 3000 faults) Adding the setup
timing, the total time required by the benchmark is a less than one and a half day.

5 Conclusions

In this paper we presented a proposal for the dependability benchmarking of
web-servers. Given the central role that web-based services play today, the existence
of a dependability benchmark aimed at the characterization of web-servers is a valu-
able tool when planning a web-based information system. The results of the bench-
mark are especially useful when comparing several web-servers to decide which one
is best suited to include in a larger information system.

The benchmark components were specifically designed to be representative of the
typical web-based services: the measurements address the both user and sys-
tem-administrator perspectives and target all the key properties of the service ex-
pected from typical web-servers. The workload is composed of a standard widely
accepted performance benchmark which represents the typical requests submitted to
web-servers. The faultload addresses typical faults existing in the operational envi-
ronment of web-servers including software, hardware, operator and network faults. A
very important aspect of the benchmark is the fact that it was specifically designed to
be independent from internal knowledge about the benchmark targets.

We illustrated the use of the benchmark through a case-study involving two
web-servers running on top of three different operating systems. The results show
clear differences between the two web-servers and confirm that the benchmark can be
used to differentiate the dependability properties of web-servers. This is a valuable
help whenever there is the need to choose between several web-servers. Given the
current industry trend to used components-off-the shelf to build larger systems, a tool
to evaluate the dependability properties of such components is indispensable.
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